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Ub OTpacAeBbIX NPOEKTOB
\ AenapTamMeHT MHPOPMALLMOHHBIX TEXHOAOTUHU /

PyKoBOACTBO MO NoaAep)XXaHUI0 Heo6xoauMoro ypoBHS
AQaHTUBUPYCHOM 3aWUTbl C UCNOJZIb30BaHUEM CpPeACTB
KASPERSKY ENDPOINT SECURITY

[aHHOoe pyKOBOACTBO OMMCbIBAae€T OCHOBHblE MEPOMPUATUS, BbINOJIHEHME  KOTOPbIX
cnocobcTByeT noapepXXaHui HeobxoAMMOro ypOBHSI a@HTUBUPYCHOM  3aliuTbl B OpraHax
WCNONMHUTENbHON  BNactTm  ropoda MOCKBbI, WX NOABEAOMCTBEHHbLIX  YUPEXAEHUAX UK
MHMOPMALMOHHBIX CUCTEMAX.

and Koro nPEAHA3SHAYEHO AAHHOE PYKOBOACTBO?

PykoBoACTBO OpMEHTUPOBAHO HA OTBETCTBEHHbIX 3@ aHTUBUPYCHYHO 3aWuTy OT OpraHa
NCNONTHUTENbHON BNacTn ropoga MocCKkBbl, NOABEAOMCTBEHHOIO yupexaeHnsa nan MHhopMaumMoHHbIX
cucteMax, a TakKXe Ha CcrneumanucroB, ocyllecTBaslowmx GyHKUMM aaMUHUCTpaTOpa CpeacTB
aHTMBUPYCHOW 3aWmnThl.

OT YEro SALLINWLAET AHTUBUPYCHOE NPOrPAMMHOE OBECNEYEHMWE?

Mpeaynpexaaer pacnpocTpaHeHne BPeAOHOCHOMO MPOrpaMMHOro obecneyeHuns, 3awmLaeT oT
nepexofa Ha BPeLOHOCHbIE CalTbl, 3armycka OMacHOro NporpaMMHOro o6ecrneyeHnsi, KOTopoe MOXeT
HaBpEAUNTb YCTpOl‘/'ICTBaM OopraHoB MCMOJIHUTENBbHOMN BNAcTU U noaBeaAOMCTBEHHbIX yqpemp,eHMVl, a
TaKXXe Nosib30BaTeNsAM TakKUX YCTPOMCTB M MepCOHANbHbIM AaHHbIM, KOTOPbIE HA HUX XPaHATCS.

OBPATHASA CBSA3b

3aaBkKn 1 obpalleHus cregyeTt HanpaBnaTh Ha stp ksaz@it.mos.ru
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

AKTYANTN3AUNA OAHHbBIX

KoMmnnekcHass cucteMa aHTUBMPYCHOM 3alinTbl MHGOpMaunm coaepxut wuHdopMauuto o6
opraHax BflacTu ropoga MOCKBbI U yupexXAeHUsX, HanpaBfEeHHYIO paHee B aHKeTax (3asBkax). B
COoCTaBe 3asiBKM NPefoCTaB/SOTCSA CBeAEHMS O HAMMEHOBAHUW OpraHM3aunii U yudpexaeHui, nuuax,
OTBETCTBEHHbIX 3a 0becrnevyeHne aHTUBUPYCHOW 3alUNTbl, KOIMYECTBE aBTOMAaTM3MPOBaHHbIX pabounx
MeCT, NOAKJIIOYAEMbIX K KOMMJIEKCHON CUCTEME aHTUBUPYCHOW 3almTbl MHDOPMaL UK.

AOna AKTYANU3AUUN OAHHBIX MO YYPEXAEHWIO HEOBXOAMMO MNOAATb OBPALLEHWE
HA 3/TEKTPOHHbIM AQPEC STP KSAZ@IT.MOS.RU WU MPUTOXUTb 3AMNOJIHEHHYIO
3AABKY

https://cloud.dit.mos.ru/s/BB257G60oPdLo5Gk

KAK 3ATMOJIHATb 3AABKY ONMUCAHO B NMPUMEPE MO 3AMNOJIHEHWIO

https://cloud.dit.mos.ru/s/ZLnHkW3VWs2run3
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdpopMaumMoHHON 6e30NacHOCTK OTpac/ieBbliX MPOEKTOB

NMPOBEPKA YHYETHbIX AAHHbIX

1. OTBETCTBEHHOMY Nnnuy OT YHYPEXAEHNA HEOBXOAWUMO YBEAUTHCA B TOM,
YTO OH MUMEET AKTYAJIbHbIE YHYETHbIE AJAHHbIE

MapameTpel NoAKIHIYEHNA ? >

Anpec Cepsepa aaMHWHWCT PHMPOBaHWA:
|BBecTu agpec cepsepa |

HMcnonesosaTte SSL

WMMA Nonb30BaTens: | WTTITITI |

Maponb:

(] 3anomHuTs yH4eTHEIE AaHHbIE

QK OTmMena dononH\TensHo ==

2. B CJZIYYAE YTPATbl AAHHbIX HEOBEXOANMO HAMMNCATb COOTBETCTBYIOLYIO
3AABKY HA STP KSAZ@IT.MOS.RU

3. CKAYATb KOHCOJIb YNPABJIEHNA MOXHO MO CCbIJIKE (AJ14 YCTAHOBKU WU
PABOTbl KOHCOJIN NMOTPEBYIOTCA NMPABA AAMNHUCTPATOPA)

https://aes.s.kaspersky-labs.com/administrationkit/ksc10/13.2.0.1511 /russian-
7864598-ru/3439313231307c44454c7c31/ksc 13 13.2.0.1511 full ru.exe

4. B CNIYHAE OTCYTCTBUA OAHHbIX HEOBXOANMMO MNMOAATb 3AABKY HA
NOAKJTIOHYEHWE K KCA3 B COOTBETCTBUWN C NMOPAAKOM:

https://cloud.dit.mos.ru/s/LmFKx5BcUkGFqBC
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[JenapTaMeHT MHpOPMaLMOHHbIX TEXHOIOMMIM ropoaa MocKBbI

YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

WHBEHTAPU3ALWNA YYETHbIX 3ANUCEN

1.

NCNOoJib3yAa KOHCOJ1b YINPABJIEHUA KSC NMPOBECTU MHBEHTAPU3ALINIO
YYETHbIX 3ANWCENA B PAMKAX TPYMMbl AQMUHUCTPUPOBAHUS YUYPEXOEHNA

» Cepeepel aaMUHNCTPUPOBAHNA

~ L1 13 MepemecTuTE HEPaCNpPEAENEHHbIE YCTPORCTEE B TRYNMY

v O 1

> EAC

YcTaHoBNTE NpOrpammy
Mownck

> B

OBHYAWTE CHETYNK BUPYCOB

MpocmoTpeTs oTuET of yrposax

| Cozgate

Bee 3agaum

“ Buipesats

> |;| TH6L Yaanute

CeoiicTea

> O 7 Cnpaska

YYETHbIE 3ATINCH

» Cepeepel 3aMUHNCTPUPOBAHNA

~ O scH3ss

2. YEPE3 MEHIO «CBOWCTBA»-«BE30MNACHOCTb» YAANNTb HE UCMNOJNIb3YEMbIE

B CeoiicTea: 7718084112
Pazgensl
Ofuwe
YcTpolicTea
ABTOMATUMECKAR YCTaHOB @

WcTopua pesnanii

Be30nacHoCTb

[ Ha Th pbi Cepsepa W

Wmera rpynn unm nonb3osaTensii:

4R MonssosaTens Windows

5 BHYTPEHHMI NONE308ATEN

¥ ynanure

YueTHas sanu o Tin
*BU]].TDVWMINSU’HWS
2. KSAZ-P1PIKLAdmins
. ksC_P1iCperators
2 ow_7713028495

Monb3osatens Windows
MonbsoBaTens Windows
MonbsoBaTens Windows
BHYTPEHHIIA NONb30BaTE. .
- .

.;_\_besber BHYTPEHHWA Nonb308aTe. ..
e U7718084112 BHyTpeHHWiA Nonb3osaTe. ..

NWHBEHTAPU3ALNA YCTPONCTB

1.

2. B C/IYYAE OTCYTCTBUSA HEOBXOAMUMbIX YCTPOWUCTB B NPYMNMNE BE3OMNACHOCTMH,
HEOBXOAWMO YCTAHOBUTb ATEHT AAMUHUCTPUPOBAHNA, HANPABJIEHHbIN

MPOBECTU MHBEHTAPU3ALMIO YCTPONCTB B PAMKAX TPYMMbI

AOMNHNCTPUPOBAHNA YUYPEXAOEHUA

OTBETCTBEHHOMY nLy.

B CNYYAE OTCYTCTBUA HEOBXOANWMOIO ArEHTA AAMUHNCTPUPOBAHUA
HEOBXOANMO HAMWCATb OBPALLEHWUE HA STP_KSAZ@IT.MOS.RU



YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

NOAAEPXAHUE YPOBHSA AB3 HA YCTPOMCTBAX

1. YCTPOUCTBA B I'PYMNMNE MOryT UMETb OAWH N3 CNEAYIOLWMNX CTATYCOB:

[JenapTaMeHT MHpOPMaLMOHHbIX TEXHOIOMMIM ropoaa MocKBbI .

1. o Kputnueckun nnm Kputnueckuin / Buanm B ceTu.
. Mpenynpexaenne wnn Mpegynpexaerue / Buonm B cetu.
+ OKwunm OK / Buaum B cetw.

W N

2. OBPATUTb BHUMAHUE HA YCTPOMCTBA CO CTATYCOM «KPUTUYECKUN» \
«MPEAYNPEXAEHWE», BOSHUKAIKOLWWE MO CJAEAYIOWNMM NMPUYNHAM:

I;I KAB123-01 13 MuHyT Hasag \/ la o CHoit 03.02.2015 16:46:32 0 Kputudecknii/Bugnm B cetn |
I:I DESKTOP-L243FBS 2 MKHYT Ha3ag \/ Aa Brinonuaerca 01.06.2021 11:36:06 ! TMpeaynpexgenne/Bugnm B cetn |
MpuunHa OnucaHue

AreHT agMMHUCTPUPOBAHNS YCTAHOB/EH Ha
YCTPOMUCTBE, HO He yCTaHOBfIEHa NporpaMma
6e3onacHocTm.

B pesynbTaTe paboTbl 3a4a4 NnoMcka BUPYCOB,
HanpuMmep, 3aga4vun lNMonck BUpyCcoB, Ha YCTPONCTBE
HalaeHbl BUPYCbl, N KOJIMYECTBO 0BHApYXXEHHbIX
BMPYCOB MpeBbIWAET YKa3aHHOEe 3Ha4yeHme.
YCTPOWNCTBO BUANMO B CETM N Ha YCTPOMCTBE
yCTaHoBfieHa nporpamMma 6e30nacHOCTK, HO 3ajdava
novcKa BMPYCOB He BbiNONHSANACch 6bonbLie

[aBHO He BbINOMHANCA NOMCK BUPYCOB | YKa3aHHOro BPEMEHW. YC0BUE NPUMEHUMO TONbKO K
yCTpoiicTBaM, KoTopble 6binn gobasneHbl B 6a3y
AaHHbIX CepBepa aAMUHUCTPUPOBAHUSA CEMb AHEN
Hasaj Wau paHee.

YCTpPOWCTBO BUANMO B CETU N Ha YCTPOMCTBE
yCTaHoBfieHa nporpamMma 6e30nacHOCTU, HO
AHTUBUPYCHble 6a3bl He O6HOBNAINCE Ha 3TOM
Basbl ycTapenu yCTponcTBe 60/blle yKa3aHHOro BpeMeHu. Ycnosume
NMPUMEHUMO TONIbLKO K YCTPOMCTBaM, KoTopble 6blnun
nobasneHbl B 6a3y gaHHbIx CepBepa
aAMWHUCTPUPOBAHUA AEHb Ha3a4 WInN paHee.

AreHT agMMUHUCTPUPOBAHNS YCTAHOBNEH Ha
YCTPOIACTBE, HO YCTPOWCTBO HE NMOAK/I0YANoCh K
CepBepy aagMMHUCTPUpPOBaHMNA H0MblUEe YKa3aHHOIo
BPEMEHMU, TaK KaK YCTPOMCTBO BbIK/HYEHO.
KonnuyectBo HeobpaboTaHHbIX 06bEKTOB B Nanke
AKTVBHbIE YrpO3bl MpeBbILAET YKa3aHHOe 3Ha4YeHue.
YCTpoWCTBO BUAMMO B CETU, HO NporpamMma TpebyeTt
TpebyeTcs nepesarpyska rnepesarpysku YCTPOICTBA A0J/blUe YKa3aHHOro
BpPEMEHU, N0 OAHON 13 BbIGpPAHHbIX NPUYMH.
YCTpOWCTBO BUANMMO B CETU, U HA HEM YCTAHOBJ/IEH
AreHT agMMHUCTPUPOBAHMUS, HO B pe3ynbTaTe
Ob6Hapy>XeHbl yS3BUMOCTHU B BbINOSIHEHUS 3a4a4m [MoUCK yS3BMMOCTEN U
nporpamMmmax TpebyeMbix 06HOBAEHUN HA YCTPOMNCTBE
0bHapy>XeHbl YSI3BUMOCTU B NpOrpamMMax C 3aaHHbIM
YPOBHEM KPUTUYHOCTMU.

YCTpOWNCTBO BUANMO B CETU, HO CPOK AENCTBUSA
JIMLEH3UN UCTEK.

MporpaMMa 6€30MacHOCTU He
yCTaHOB/EHa

HanneHo MHOro BMpycoB

[JaBHO He noaKa4Yanuch

O6Hapy>eHbl akTUBHbIE YrpO3bl

CpoK oencrems NMUEeH3Mn Ucrek
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CpoK AeNCTBUSA JIMLEH3UN CKOPO
ncTekaet

YCTpOWNCTBO BUANMO B CETU, HO CPOK AENCTBUSA
JIMLEH3UN NCTeKaeT MeHee YeM yepes yKasaHHoe
KOJIMYECTBO AHEN.

[aBHO He BbIMOJIHAMACk NpoBEpPKa
obHoBneHui LleHTpa o6bHOBNEHUS
Windows

He BbinonHanacb 3agadva CMHXpOHM3aLUMA
obHoBnenunt Windows Update 6onbliue yka3zaHHOro
BPEMEHMU.

YCTPOWCTBO CTasnio HeyrnpaBAsieMbIM

YCTpOICTBO onpeaenseTcs BUANMbIM B CETU Npw
06HapY>XEHUM YCTPONCTB, HO 6bISI0 BbIMOJIHEHO
6oniee Tpex HeydauHbIX MOMbITOK CUHXPOHM3ALUMN C
CepBepoM aiIMMHUCTPUPOBAHMS.

3awuTa BbIKJIIOYEHA

YCTpoWcTBO BUANMO B CETM, HO NporpaMma
6e30nacHOCTN Ha YCTPOMCTBe OTK/oUeHa 6osblue
YKa3aHHOIro BpEMEHMU.

MporpaMMa 6€30MacHOCTU He
3anylLeHa

YCTpoWcTBO BUANMMO B CETM M NporpamMma
6e30MacHOCTUN yCTaHOBJ/IEHA Ha YCTPOWCTBE, HO HEe
3anyLieHa.

3. HEOBXOAUMO YCTPAHUTb NMPUYNHbLI, BbIBPAB MPEAJIOXEHHBIE BAPUAHTDI
PEWWEHWA, KAK NMPUBEAEHO HA USOBPAXEHWUN:

KAB123-01

B Crartyc yorpolicTea: KpuTuYeckuii/BUanM B ceTh

3aLMTA BHITHYEHA A

Ha yCTpoiiCTEe BLIKIHUEHa NOCTOAHHAA 33LNTA. BKIOUNTE NOCTOAHHYHD 3aLLNTY
WK NOAKIHYMTECE K YCTPOHRCTBY No RDP, yT0obbl BHACHHTD, NOYEMY NOCTOAHHAA
3alKTa BbIKAOYeHa. Eonn 3To coobleHne nossngeTca perynapyo, obpaturecs B
Cnywby TeXHHYSCHON NOSPHHA.

* | OTHPLITL paznen "JawnTa” B CEORCTBAX YCTPONCTED

* | OTKpbiTh RDP-ceccHi

[aBHO He BbINOIHANCA NONCK BHPYCOB A

Ha ycTpoACTBE OAaBHO HE 3anycKanach 3aaaya "ToMCK BHPYCOB™. BO3MOMHO, 3aaua
He co3aada. Ecnn 3apavua "Monck enpycoB™ Cco30aHa, 3anycTHTe eea,

*| CMOTpEeTh 233Ul

NaBHO He BLINOAHANACH NpoBepka obHoBNeHnA LlenTpa obHosnenms Windows &

Ha ycTpoiicTBe aBHO HE BLINONHANACH NpoBepka obHoenednit LlenTpa
obxoBneHna Windows. BOZMOMHO, COOTBETCTEYIOWAA 3a0a4a "TIONCK YAZBHMOCTSH
n Tpebyembix oOHOBNeHWR™ He cozpada. ECnn 3apaua co3fada W 3anyckanach Ha
YCTPOICTEE, NPOBEPLTE PE3yNbTaT BLiNONHEHHA 33/1auUM.

* | OTKDLITL paznen "3anaun” B CBOICTBAX YCTPORCTES

4. NMOCNE YCTPAHEHUSA NMPUYUH, YCTPONCTBA NMPEOBPETYT CTATYC «OK»

L STUDENT423-07PC 19 mMuHyT Hazaa W la

STUDENT423-07PC

BrinonHaeTca 31.08.2021 12:45:43 / OK/Bugum B cetn

O Craryc yorpoicrea: OK/BUgMM B CeTH

MocnegHee nogrnwyeHde K Cepeepy agMUHWCTPUPOBIHKA 19 MUHYT Haszagd.




JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
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OTHETHI

1. OTHETbI, HEOBXOAWMBbIE AJIA MOHUTOPUHIA YPOBHA AB3 HAXOAOATCA B
COOTBETCTBYIOLWEN BKJIAAKE ANSA BAWErO CEPBEPA AAMUHNUCTPUPOBAHNA

|¢ Kaspersky Security Center 13

[ Cepeep aamuHuctpuposanua 10.127.134.193 Cepeep agmmuHuctpupoBanma 10.15.111.129 (AamuHmncrpatop)
~ [@ Cepeep agunnncrpuposatia 10.15.111.129
~ & Ynpasasereie yerpodicrea Monuropusr ~ Cratncuka | Oruetw ) CoBuimna
CepBepl aAMHHACTPMPOBAHNR

[J HomeCP-Adroid

[J HomePC_Linux Hoeblif WabnoH oTueTa HacTpouTe NapaMeTpLl Pacchilkit OTYETOB
[ HomePC_Mac

] HomePC_Win
L KSC HacTpouTs NapameTpel 0GOpMAEHHA OTUETOR
[ Remotelser MacOS
[ Remotelser_Windows LoBaB1Te UM yaanMTs rpade
O Test - ~
[] ¥npaenenue moBunsHbiMu yeTpoicTEamM = R B OTueT 06 ys
1 Buib " =, OTuet 0 p AOCTYNa K 3andp taiinam
' Beibopkn ycrpoiicrs B
L1 Hepacnpegeneniuie yerpoicrss ~ Over o sepoune nparpasus loBoparopyn Kacneperors Cooitcrea
= Monutiku Tun:
Japaun TOSOM peMmME Onucanne:
[E] Muuersun NaGopatopum Kacnepckere | 5 Oruer o nanBonee sapaxaembix yetpoiicrsax
1]
22 Jenonnwrensrio
T3 CO: HWA
Cepeep aamnnncTpuposania 10,15.111,130 Hara cozpa
=, OTuer 0 noAs30satensx ycTpoiicTaa e
=, Oruer o npasax
=, OTueT 0 NpaBax A0CTYNa K 3aLNPOBAHHBIM YCTPORCTERM *| Nokazats 0
=, OT4er 0 NPOBEpKE LENCCTHOCTIN MPOrPaMMHBYEMBEE norueckis kor | *| COXDEHUTE
=, Otuer o pabote Bet-Keontpona *| Paccuinka ¢
=, OTHET 0 pasBEPTLIEAHIN 3ALLNTEI *| Cooiictea
=, Oruer o peecTpe obopyacaaria x| YpanuTe

=, Orwier 0 pesynbTaTax yCTanekn oBroenennit cropornero MO
=/ OTHET 0 COCTORHNM 3aLLMTEI

=, OTHET 0 COCTOARMI NpaENA AANTHEHETE KOHTPAR GHEManHF
2, OTHET O CTATYCE KOMMOHEHTOE NPOrPaME!

=, OTHeT © CTATYCE WNBROBIHNA SAMOMMHAIRLX Y<TRORCTS

=, OTueT 0 $alinossIx OMEPALHAK HA CHEMHEIX AMCKEX

=, OueT 06 AZSMTHEHOM KOHTROAE aHOMAAWI

=, OTueT 0B aTaKoBaHHbIX KOHTPOANEPaX

=, OruieT 0B McnoNEsOBaHN Knraved

=, OueT 0B MCnonKsoBaHIN KArouEl SHPTYaRsHEIM Cepsepom
=, OrueT 06 ucnonesyembix Basax

=, OTueT 0B OBHAPYSKEHHN YTOS, PACTPEAENEHHBIX D KOMMOHEHTaM 1 -
=, Oruer 06 obHoenermax N0

=, Orue 06 oBopyacsaim

=, Oruet 06 owmBKax

=, OrueT 06 owwBKax WidposaHma Gainos

=, Oruer 06 yrposax

=, Oruer 0B ycTanosnenrbx 1 porpammax

=, Oruer 0B ysaumocTc

=, Oruer 06 3¢extsHsix npasax nonssosaTens

2. Angd OPrAHM3AUMKN NMOCTOAHHOIO MOHUTOPUHIA HEOBXOAUMO
MNOJIb3OBATHCHA ®OPMNPOBAHWEM CNEAYIOLWMNX OTHETOB:

e OtueT 06 ySI3BMMOCTSIX

e OTYeT 0 COCTOSIHMM 3aLUUTHI

e OTueT 0 pasBepTbiBaHMUN 3aLMUTHI

e OtyeT 0 Hanbonee 3apaxaeMblX YCTPOUCTBaxX

3. OTYETbl PEKOMEHAYETCA ®OPMUPOBATb N AHAJIU3UPOBATbL CO CJIEAYIOWEN
NEPNOANYHOCTbLIO (HO HE OPTAHUYUBAACHL 3TUM, B SABUCUMOCTUN OT
OBLIEro COCTOAHNA AB3 AJ1d YYPEXAEHWUA)

e Otyet 06 ya3BMMOCTSAX — 1 pa3 B Heaento

e OTyeT 0 COCTOSAHMM 3aWnTbl — 1 pa3 B Hepenwo

e OTyeT 0 pasBepTbiBaHWM 3alWNTbl — 1 pa3 B Heaenw

e OtyeT 0 Hambonee 3apaxaemblX YCTPONCTBax — 1 pa3 B CyTKu

4. YCTPAHATb YA3BUMOCTUN MOXHO BPYYHYIO A4 KAXAOIo OTAEJIbHO
B3ATOr0 YCTPOUCTBA - KAK 3TO CAENATb ONMUCAHO B PA3JENE
«MOALEPXKA YPOBHSA AB3 HA YCTPOMCTBAX>.

5. YCTPAHATb YA3BMMOCTU MOXHO YEPE3 ®OPMUPOBAHWE 3AQAYN - KAK 3TO
CAOEJIATb OMMNCAHO B PASAEJIE «3AA0AHYN>.



[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

OTHET Ob YA3BUMOCTAX

1. OTYET MNMO3BONAET NMONYYUTb MHOOPMALINIO O TEKYLLUX YAZBUMOCTAX HA

YCTPOWCTBAX, MPOYUTATb ONNCAHUE YA3BMMOCTU U ONPEAENNTb NYTb

Naagobres (1000 13 10534)

ypossa v vemmeons  Bepryaswd Cepsep ~
n——— "
Epweoce  KLAI000

Enmesocs  KLAIO0!

YCTPAHEHUA.

2. Angd AEMOHCTPALUUN OTHETA HEOBXOAMMO BbIBEPATb «OTHET OB
YA3BNUMOCTAX» B MEHIO «OTHYETbI» N HAXKATb «[MOKA3ATb OTHET»

Wran

=, OTueT 0 BNOKMPOEaHNKM AOCTYNA K 3aLUNGPOBAHHBIM dainam

Oruet 0 Bepcuax nporpamm Jlabepatopun Kacnepckoro
OT4eT 0 33aNpPEeLLEHHBE NPOTParmax

OTYET 0 33NPELUEHHBE NPOTPaMMaX B TECTOBOM PEXMME
Otuer o HanBonee 3apaxaembix ycTpoicTeax

OTYET 0 HECOBMECTUMBLX NPOTPaMMaX

OT4ET 0 NONL30BATENAX 3APAKEHHLIX YCTRORCTE

Otyer o NnonL3oBEaTENAX YCTPOHCTEA

Oryer o npasax

Otuer o Npasax 4oCTyNa K 33K POBAHHEIM YCTPOACTEAM
=, OTHET 0 MPOBEPKE LENOETHOCTH MPOTPAMMUPYEMbIX NOTUHECKIX KO
=, Otuer o pabote Beb-KonTpona

OT4ET 0 PasBEPTLIBAHNK 3ALLWTE

Otuer o peectpe oBopyaosaHua

=, Otuer o pesyneTatax ycraHoeky oBHOBNEHUA cToporHero M0
=/ OTHET O COCTORHMN 33LLMTEI

OTYET 0 COCTOAHMK NPaBWUA AJANTHEHOTD KOHTRO/IA 3HOMANKA
OT4eT 0 CTaTyCE KOMNOHEHTOE NPorpamMmMel

=, OTueT o cTaTyce WnpoBaHNA 3aNCMUHAHILLWX Y CTPORCTE

=) Otueto $afNoBbD ONEPALMAX HA CHEMHBIX ANCKEX

Oruer 06 AJanTHEHOM KOHTPONE aHOMANWI

- OTueT 06 aTakoBaHHbIX KOHTPOANEpAX

é\‘, OT4er o6 MCNOABZCEAHWK KHOYER

-, OT4eT 66 HCNONB30BAHUN KNIGYEN BUPTYansHbIM Cepsepon
Oruer 06 ncnonesyemerx Gasax

Otuet 06 0BHAPYKEHAN YTPO3, PACNPEAENEHHBIX N0 KOMMOHEHTAM |
Otuer 06 oBHoeneHuax MO

Oruet of oBopygoBaHm

OTuer 06 owmBrax

Oruer 06 ownbkax WndposaHnAa daiinos

Oruer 0B yrposax

OTtuer 06 yCTaHOBAEHHER NPOTPaMMAX

Oruer 0B yasENMOCTAX

=, OTuer 06 3G EKTHEHBE NPaBaX NONEI0EATENA

Necsmsse ~  Hamsawe A (popauuas  Mmpmmas A Yomemnmseusn  Temnorad feenmeen, - rpynna serpeiize, oterr Ofspymens | Orurae se-aapecs -azpes
necramuca rparpauL sapewn P edcani
pr—
Qracle Onde gea7Updole 1 1A5I013 o reuesnese [y 16 wen 20007, bitpsinh BIRK 192168166
cepettion —— —— wasie Lat0m0
Oracks Qs maZuwplms 105013 @ ] naza @1, 27 wem2020r.  hitosthesats kasperkcom/snnRTabiiSE  JI21SE1EE
Corporaicn Corpertion e 1 i
. N S raman o p e 5 10w 2050 . e amian s
p—— Comsstisn e 15038 L

OTueT ob ya3BuMOCTAX >
CeoiicTea
Tun: Otuet 0f yRzEMMOCTSX
Onncaume: Otuet ob

0GHaPYXEHHBIX

yAzEAMOCTAX MO,

[aTta cozfaHna: 23.03.2020 10:45:33

Destcre
[¥] Nokasars oTuer
L3

[*] Paccunka otueros
[*] Ceoiicrea
[*] Ymanute

[

nadya

radya

[ne—

DA

Namwa

DA

3. HACTPOUTb CMNUCOK OTOBPAXAEMbIX MOJIEN MOXHO B CBOMCTBAX OTYETA
nin B COOTBETCTBYIOWEM MEHIO NMOCJIE ETO ®OPMUPOBAHWA

Kaspersky Security Center 13

Otuet 06 ya3BUMOCTAX
22 mapma 2022 2. 12:36:22

OTyeT 06 0OHapYKEHHBIX YAIBUMOCTAX MO, OTYET YOPMUPYETCR ANA BCEX FPYTIN.

kkaspersky

OTKpLIT CBOCTEA WaBA0Ha OTYET.
HaCTpouTe rpade oTuera
COXDaHWUTB H3 AWCK
a

B Meuats

Konnuecrso ycrpoicre:

W ¥erpolicrs Bes yasaumocTedi: 85
| 1YCTpONCTB € YAZBUMOCTAMW CDEAHEN KDUTUUHOCTH: 8
1 1YeTpoiicTs € YREBMMOCTAMK BBICOKOH KDUTHUHOCTW: 79

1N YCTpoiicTs ¢ yR2BMMOCTAMK NPRAENEHOI KpUTMUHOCTH: 210



[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

OTHET O COCTOAHUWN 3AWNTDI

1. OTYET MO3BOJISET NOJIYYUTb MHOOPMALUIO O TEKYLWEM COCTOAHUN AB3 HA
YCTPOWCTBAX.

CBoaHan HGopMaLMA

Cratyc ~ Mpuumka ~ KonuecTBo HE2aIMIEHHBIX YCTROACTE KonwuecTee rpynn

KpuTuueckoe L3EHO HE BEINO/HANECE DOBEDKS OOHOBNSHUI 5 2
Llenpa oBHoesenuA Windows.

Kputnyeckoe [aeHo He NOWCK BUPYCOB. 4 3

KpuTnueckoe 33WWT3 BLIKNKOUEHS. TIDOTPaMMa BE30N3CHOCTH He 1 1
2anywiera. [138HO He BBINONHANCA NOWCK BUPYCOE.

Kputnueckoe Mporpamma GesonacHocTn He yCTaHoBAEHa, 107 3

Kpurnueckoe Oporpamma SesonacHocTh He yCTaroeAena. 4asHo 1 1
He b MPOBEpKa i LlenTpa
obuonenus Windows.

Kputnueckoe MporpamMa 6e30NacHOCTH He YCTAHOBNEHA. E 2
YcrpoiicTeo 43EHO He noaxIouanock k Cepeepy
BAMMHVCTDUDOBIHUA.

Kputnyeckoe YCTpoAcTEO A3BHO He MOAKAKYANack K Cepeepy 5 1
AAMAHVCTDUDOBSHUA,

Mpegynpexienve  [IABHO HE BLINOHANCA NOMCK BUPYCOS. 2 2

Mpeaynpexaetne OGHapyKeHL! SKTUBHBIE YTPO3L, 3 3

Dpeaynpexcaenme  OGHapykensl akTvBHble yTpo3ul. TpeGyetca 1 1
NEpe3aTpyka,

n TpeGyeTcA NepezarpyIka. 9 3

2. Ana AEMOHCTPALUWN OTHETA HEOBXOANMMO BblEPATb «OTHET O COCTOAHUMN
SAWNTBbI» B MEHIO «OTHETbI» U HAXXATb «[MOKA3ATb OTHET>»

Unin
2, Oraero aocynax aiinam Otuet 0 ysi3BuMoCTSIX *
=, Otuer o sepeunx nporpamu flaBopatopun Kacnepckero Cooicrsa

", OTUeT 0 3aNpeLLEnBE: Nporpammax Tan: OTueT 06 yAzEAMOCTAX

- OTYET 0 32NPELLIEHHBIX NPOTPAMMaX B TECTOBOM PEXHME OnucaHne: OTueT 0f

-, OTueT 0 HanBonee 33pakaehibIx yCTPORCTEAX ofHapyKeHHbX

), Oruer 0 HecosMECTUMBIX NPOrpaMMaX yRaBHOCTAX MO,

[ara cosparms: 23.03.2020 10:45:33

=, OTHET 0 NO/L30BATENsK SaPaKEHHSIK YCTPORCTS
=, Oruer 0 nonsosaTensx yeTpoiicTea

=} Oruer o npasax

=) Otuer o npasax gocTyna il

[*] Nokazate oTuer

= OTuET 0 NPoBEpKE LENOCTHOCTH NPOTPaKMUPYEMbX MOFUMECKI KO

=, Oruer o patote Be6-Kortpona [¥] Paccsinka oTueToR
=, OT4eT 0 passepTBIEAHNN 33LUMTE! [*] ceolicrea
=, Oruer o peectpe o6opyacsaHua [%] Yoanure

=) OTHET 0 pesyNbTaTaX yCTaHOBKH OBHOBAEHHI cTOpOHHeEro MO
=, OTYET D COCTORHIN 3aLLMTSI

=, OTYET O COCTOAHMM NPaBMA AJEMTHBHOTD KOHTPO/IA aHOMANNT
=, OTYET O CTATYCE KOMMOHEHTEE NPOTPaiMEL

=, OTUET 0 CTATYCE LM POEaHNA ZANCMHHEIOLNX YCTROACTE

=) OTuet o baiinossix ONEPaUNAX Ha CHEMHEIX ANCKaX

=) OTueT 06 AZBNTUEHOM KOHTPONE aHOMaAM

=, OTuET 0B aTakoBaHHBIX KCHTPOAEPEX

=/ Oruer 06 MCnONLI0BaHAN KIOUER

=, OT4eT 06 NCMONB30BaHMN KTKOH eIl BMPTYaNsHbIM CEpEEpOM
=, OTuer 06 ncnonbzyembix Gazax

=, Otueroé yrpos, no '
=, Oruer 06 obHoBnenuax MO

=, Oruet 06 obopyaosaHm

=, Oruer 06 owmbkax

=, OTueT 06 ownBKax WHPOEaHNA PaANCE
=, Otuer 06 yrposax

=, OTUET 0B YCTaHOBNEHHED MPOrPakiMax

-, Oruer 06 yAzBMMOCTAX
=, Orwer 06 (hpexTMBHEI NPasax NoNb30EaTEN

3. HACTPOUTb CMNUCOK OTOBPAXAEMbIX MOJIEM MOXHO B CBOWCTBAX OTYETA
nin B COOTBETCTBYIOLWEM MEHIO NMOCJIE ETO ®OPMUPOBAHWA

Kaspersky Security Center 13 lkaspersky

OTKDBITe CEOMCTEA WaBA0HS OTUeT:

HaCTpouTE 1paQul oT4eTa
COXpaHUTE HA AMCK

a

B Mevats

OTuet 06 yasBuMocTAX
22 mapma 2022 2. 12:36:22

Oruer 06 110, Oruer 417 ecex rpynn

KONHUecTBO YCTpoficTa:

Dycrpolicte Ges yazeumocreii: 85

| 1YCTDOMCTE € yASBMMOCTAMM CPEAHEN KDNTHUHOCTH 8
[11YCTDOMCTB € yA3EMMOCTAMM BHICOKOH KDMTUUHOCTH: 79

[0 YCTPOMCTE € yR3EMMOCTSMIN NPEANEHOR KpUTHUKOCTI: 210
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

OTHET O PA3SBEPTbIBAHUWN 3ALLUNTDI

1. OTYET MNMO3BONAET MOAYYNUTb MHOOPMALINIO OB YCTAHOBJIEHHbIX

KOMMNOHEHTAX 3AWWNTbI (AHTUBUPYCHOE MO N ATEHT AAMUHNCTPUPOBAHWSA)

CBoaHaA MHpOpMaLMA

KOMNOHEHTEI 2aLUWMTLI

Y¥CTaHOBNEHEI ATeHT BAMWHUCTRUPOBAHKUA W NporpaMma Ge30NacHOCTH

¥CTaHOBNEH TONLKO AreHT 24MWHWUCTPUPOB3HUA

He YCTaHOENEHBI AreHt AAMUHWUCTDUPOEAHWA 1 NporpamMma fezonacHocTu

KOMUUECTBO YCTPOIACTE: 382

KoAWYeCTED NOAYMHEHHEX CEPESPOE 3AMWHUCTPHPOBaHNA: 1

KONMUECTBO YCTPOIicTE

o
o
=i

I |

HeaoctynHeix cepeepos: 0

Wz kewa: 0

2. And AEMOHCTPALUUWN OTHETA HEOBXOAMMO BbIEPATb «OTYHET O COCTOAHUN
SAWNTbI» B MEHIO «OTYETbI» N HAXXATb «[NMOKA3ATb OTHYET»

5 [l Cepeep agmnicrpuposanus 10,127.134,193
~ [] Cepeep amunuctpuposaring 10.15.111.129
v [ Ynpasnaenie yerpoiicrea

5 [F Cepseps aamnncrpnposaris

5 [ HomeCP-Adroid

> [ HomePC_Linux

> [ HomePC_Mac

5> 1 HomePC_Win

» G KsC

> [ RemoteUser_MacOS

> [ Remotelser_Windows

5 O Test

5 [ Ynpasnesme mobunsHsimu ycTpoiicTeans

5 Buibopkn ycrpoiicta
L1 Hepacnpeaenentbie yctpoiictea
= Monnmcn
2] 3am2um
[5] /nuensuu Nadoparopun Kacnepckoro
B fononwnTensHo
5 [ Cepsep agmunncrpuposanus 10.15.111.130

Cepeep agmMut prp 10.15.111.129 (A Tpatop)
MonvTopuHr Cranctuka OTueTsl Cofbitua Ceoiicrea Cepaepa
Hogwiit wabnow oTyeta ‘ HacTpouTs napaMeTpel PAcCaIki OTYETOR OfHosHTs
‘ HacTpouTE NapameTpsl 0hOPMAEHHA OTUETOE
L062BUTS WK YaAIMTE rpadel
Wma
2, Oruero . J— o painan OTueT 0 pasBepTbiBaHNK 3aLT bl X
=, Oruer o sepeusx nporpau flaboparopun Kacnepaxoro Cooiicrea
=/ OT4er 0 3anpewjenHix Nporpamax Ton: B
=) OTHET 0 33NPELLEHHBIX MPOTPEMMAX B TECTOBOM PEKUME Da3BEPTIERHHH ZALMTH
=, OTuerT o HauboNEe 3apaXxaenbix FCTPOCTERX OnucaHue: Otuet o
=/ OTHET 0 HECOBMECTUMBIX NPOTPAMMEX Egi“:g::ﬁ::"

=/ OT4ET 0 NONB30BZTENAX 3APEKEHHBIX YETPOFICTE
=) Oruer o nonssosatensx ycrpoicraa
=, Oruer o npasax [ata coznanns:

=) OTET 0 NPaBax AOCTYMA K 3ALLMGPOBEHHEIM YCTPORCTEM

=) OTHET D NPOBEPKE LIENCCTHOCTH MPOTPaKIMBYEMBD IOTHHECKIK KB Tr
=, Qruer o paGore Beb-Konmpons [*] Noazats oruet
= OTHET 0 PasEepThIEaHMM JaLLNTE! [»[ Coxpannte

= Oruer o peectpe eGopygosanua [*] Pacceunia orueron

=, Oruer o pesynsTatax ycTanosky obrosnennii cropormero N0 ] Ceviicrea
=/ OTHET 0 COCTORHIN 3aLLMTEI e p—

=} OT4ET 0 COCTORHMN NPagHA AJINTHEHOTO KOHTPOAA aHoManHi

saWnTH "Mabopatopun
Kacnepckoro” B ceTy.
23.03.2020 10:45:33

3. HACTPOUTb CMNUCOK OTOBPAXAEMbIX MOJIEN MOXHO B CBOWCTBAX OTYETA
nin B COOTBETCTBYIOWEM MEHIO NMOCJIE ETO ®OPMUPOBAHWNA

Kaspersky Security Center 13

OTueT 06 yASBUMOCTAX
22 mapma 2022 2. 12:36:22

OTueT 06 06HaPyKeHHLIX YAZBUMOCTAX MO, OTUET GOPMUPYETCR ANA BCEX FPYTIN.

lkaspersky

OTKpBITL CBOMCTBA WabAOHA OTueT.

HacTtpouts rpadul oTueta
COXpaHMTb H3 AWCK

a

B Meyats

Konmsectso ycrpoficrs:

11 yerpoiicTs Bes yRzauMocTeii: 85

| 1YCTPOIICTB € YAZBUMOCTAMM CPEHEH KDMTHUHOCTU: B

111 YCTpoiicTs € YAZBUMOCTAMM BbICOKOM KPUTUUKOCTH: 79

11 YeTpoiicTs € YAZBUMOCTAMM NPeAensHOoi KDUTHUHOCTH: 210
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

OTYET O HAUBOJIEE 3APAXAEMbIX YCTPOUCTBAX

1. OTYET MO3BOJNISET NOJIYYUTb MHOOPMALMIO O HABUONEE 3APAXAEMbIX
YCTPOWCTBAX

Csoarasn nhopmauma:

BupTyansHelii Cepeep ~  Tpynnz ~ Ycrpoiicteo ~ Cnacbix OBHapyxexo Mepeas Mocneanss Mocneguee Nacneaxee 1P-azpec NetBIOS-ia Windows- DNS-ims DNS-gomen
amMuHMCTPUpOBaKNS obuexton yrpos abnokuposaskan 2abrokuposattzn nosenetme & noakmauesie K zomen
nonbITka 3anycka noneiTka 3anycka ce Cepsepy
BAMMHACTPUPOBaHNA
HomePC Win 6 7 16 Mapra 2022 1. 21 mapra2022 1. 21wapra2022r.  21mapra2022r. FAMILY WORKGROUP family
16:5234 18:17:20 19:55:04 19:55:04
HomePC Win 1 ] 18 mapra 2022 1. 18 mapra 2022 1. 21mapra2022r. 21 wmapra 20221 102202.145 USER-PC WORKGROUP user-pc akado telekom
142053 15:45:55 12:04:23 12:04:23
RemoteUser Windows ~ ANEKCEU 28 3 21 Gespana2022r. 22 Mapra2022r. 22MEpra2022r. 22 Mapra2022r. 192.16888.13 AFEKCE WORKGROUP anexeedi
92707 1153427 125507
Ynpsensensie DESKTOP- 16 a 20 GespanA 2022 1. 1wmapra2022r. 20 MEpTa2022r. 20 Mapra 2022t 192168175 DESKTOR- WORKGROUP desktop-adikbrn  muekw
yerpoiicrea A4IKBRN 16:15:28 85421 201333 201332 A4IKBRN
Ynpasazemsie DIBEPPC 8 4 5 MapTa 2022 1. 20 wapra 2022 1. 21wapra2022r.  21mapra2022r. 192.168.1.66 DIBEPPC WORKGROUP djbeppc
yerporicres 2030:36 19:05:19 22:3248 22:
Ynpsensemsie EKONOM2-4 1 1 18 mapra 2022 1. 22 mapra 2022 1. 22Mapra2022r. 22 mapra 2022t 1921681104 EKONOM2-HP  DISP ekonom2-hp dispru
yarpoticrea 103655 12:58:01 12:55:04 12:5050

2. And AEMOHCTPALUUWN OTHETA HEOBXOAMMO BbIBEPATb «OTYHET O COCTOAHUU
SAWNTbBI» B MEHIO «OTYETbI» U HAXXATb «[NMOKA3ATb OTHYET»

MoHUTepUHI Cramctuka Otuetel Cabeitna CeolicTea Cepeepa
‘ HaCTpOHTL NapaMeTpsl OPOPMIEHIR OTUETOR
Io6asATs wnn yaamTs rpade:
Wuaa
" OTyeT o Hanbonee 3apaxKaemblx *
aocryna atinam .
yCTpoiicTBax
=) Oruer 0 sepeumx nporpamm flaboparopun Kecnepcroro
") OTHET © 3aNPELLEHHBIX NPOTPatMaX @=Fem
=) OTUET © 3aNPELLIEHHbIX NPOTPaKIMEX B TECTOBOM PEkIME TR O o e oo e
Oruer 0 HanBonee sapaxaemsix yCTPOTiCTEaX Iapax@eHLX
OTuET 6 HECOBMECTIMBIX NPOTPaMIMaX yerponcreax
OTHET 0 NONE308ETENAX 33PaKERHEX YCTPORCTE Onncakme: (eI e
P yerps BpaXAEMBIX YCTPOACTS.
QOruer 0 nanszoeatenax yerpoicrea [IlaTa coaganus: 23.03.2020 10:45:33

Oruer o npasax
OTHET 0 NpaBaX ACCTYNE K 3aLINGPOBIHHEIM YCTPORCTERM

OTHET © NPOBEPKE LENOCTHOCTH NPOTPaMMPY EMbIX NOTUHECKUK KO
Oruer 0 pabore Beb-Kontpons

OTHET 0 pasEEpTBIBaHIH 3aUHTEI

[*] Paccuinia oTuetos
[*] Caoiicrea
[%] Vnanute

-, OTuer o peectpe oBopyAcEaHIA

OTweT 0 pezynsTaTax yCTaHOEKM OBHOEASHKI CTopoHKEro MO
OTHET © COCTOAHIM 3aULMTEI

OTHET © COCTORMMU NPaBUN AJAMTUBHOD KOHTPONA BHOMaNMI
OTHET O CTATyCE KOMNGHETOB MPOTPaNMbI

Oruer o craTyce WindPosaHIA SaNoMUHaILLK YETpOlCTS
OTueT © Gafinoekix CNEPaUIAX Ha CHEMHEIX AUCKEK

OTeT 06 AaNTHEHON KEHTPORE aHOMaNMii

Oruer 08 aTakoBaHHBIX KOHTPOANEPaX

OrweT 06 ucnonszosaniN KKHEi

OTwer 06 uCnonL30BaH N KkoHER BUPTYansHEI Cepaepont

-/ OTuer 06 ucnonksyemen Bazax

Oruer 06 yrpos, pac o '

Oruer 06 obHosnennsx N0
Oruer 06 0BopyacsaHin
Oruer 06 owmbrax
) OTHer 06 oLMBKax WidposaHua daiinos
Oruer 06 yrpesax

Oruer 08 yeTaHOBNEHHBX NPOTpaMiax

Oruer 06 yazenmocTx
=, Oruer 06 3¢beKTiBHbIX Npagax NoNL30BaTENR

3. HACTPOUTb CMMNCOK OTOBPAXAEMbIX MOJIEN MOXHO B CBOMCTBAX OTYETA
ninm B COOTBETCTBYIOLWEM MEHIO NMOCJIE ETO ®OPMUPOBAHWNA

Kaspersky Security Center 13 kasperslcy

Otkpuite ceoficTea wabnoHa oTuer.

HacTpouTs rpage: oTuera
COXDEHUTE Ha AUCK

£

B Mevars

OtueT 06 yA3BUMOCTAX

22 mopma 2022 & 12:36:22

Oruer 06 0. Oruer N7 BCEX rpyRN.

KonnuecTso ycTpoiicTs:

(1Y crpolicTs Bes yssBuMocTeii: 85

| IVcrpoficTe © yAzeAMOCTAMK CReAHef KDHTMUHOCTH: &

111 YCTpOfiCTE € YA3BAMOCTAMH BHICOKOR KDUTHUHOCTH: 79

(I YcrpoficTe ¢ yAzenMoCTAMK NPeAeALHON KPUTHYHOCTH: 210
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

SAA0A4YUN

|( Kaspersky Security Center 13.2
w [ Cepeep aguunnctpuposanua 10.15.111.129
~ L] ¥npasnaemeie ycrpoiicTea
» Cepeepsl 3AMUHNCTPNPOEZHNA
» [ HomeCP-Adroid
» L HomePC_Linux
» CJ HomePC_Mac
» ] HomePC_Win
» LI KsC
» L RemoteUser_MacOS
» [ RemoteUser_Windows
» O Test
> [] ¥npasnerne moBuneHeimn yeTpoiicTeamm
! Boibopkm ycTpoiicTe
L1 Hepacnpeaenentbie ycTpoiictea
= Monwtukn
3agaun
E=:| Jluyensnn Nlabopatopuu Kacnepekoro
> @@ Jononnutensho
> [ Cepeep aamunmncrpupeeania 10,127.134,193

Cepeep anmuHucTpupoeanua 10.15.111.129 > Ynpaenaemble ycrpoiicrea = HomePC_Win

Fpynnoesle 3agaun

Ycrpoiictea Monwikn

Hosan 3agava MMNOopTHPOBaTL 3aaayvy M3 daiina Mobaents nnu yaanute rpadier

~
Wraa

JoBaeneHne knroya

= KEY (KEST1)

Hert gaHHbIx

~ KEY (10 MAC)

S| KEY (11 MAC)

OBHoenenne

%Y::raﬂoaxa 0BHOBAEHUIA

Momck yAzBMMocTeii i Tpebyensn: oBHOBNEHM
7 Mouck yazeumocTeii  TpeByemeix oBHOEREHNIA

YAaneHHaA yCTaHOEKA NPOTpammel

EaABTDMETVHECKER ycraHoeka - Kaspersky Endpoint ...

Yaanennan ycraHoeka nporpammel KES for Win 18

Mporpana

Kaspersky Enc

HeT gaHHBIx

Het gaHHBIx

Kaspersky Enc

AreHT agMuHI

Cepeep aamn
Cepeep aamn

CBOiCTEa rpvnnel

Bz v

KEY ( 10 MAC)

Tun 33naud: HeT gaHHbx

MporpamMMa: HeT maHHeX
Cratncruka
BLINOHEHWSA Ha
YCTpOACTBaX

>

>

>

3anNaHWDOBaHE K
BbINONHEHWID H3

ycrpolicreax: 1

[pocMoTpeTh
DesyneTaThl

3anycuTs

[l0KazaTk 33034y B TDYNNE, B KOTODONH OHa
£0203Ha

HacTpouTh NapaMeTpsl 3a34m
3KCNOpTUPOBaTh 33034y B daiin

1. 3AAAYN, HEOBXOAMMBbBIE A4 NOAAEPXAHWA TPEBYEMOIO YPOBHSA AB3
HAXOAATCHA B COOTBETCTBYIOWEW BKJAAKE ANA BALWLErO CEPBEPA

AOMNHUCTPNPOBAHWNA

2. Angd OPrAHM3AUUN MOCTOAHHOIO MOHUTOPUHIA HEOBXOANUMO
MNOJIb3OBATbCA ®OPMNPOBAHMEM CJNIEAYIOLWNX 3AOAY:

e [lo noucky ysassumocTen n Tpebyembix 06HOBEHWUI
e [lo ycTtaHoBke nporpaMmMbl Kaspersky endpoint security
e [lo yctaHoBKe TpebyeMbix 06HOBNEHUIA N 3aKPbITUK YS3BUMOCTEN
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

®OPMUPOBAHUE 3A0AYN MO NOUCKY YSA3BUMOCTEWN N TPEBYEMbIX

OBHOBJ/IEHUN

~ [ Cepsep agmunmnctpuposarus 10.127.134.193 Cepsep agmunmcipuposanna 10.127.134.194 - ksaz-pip >
~ L ¥npaensemsie yerpoiicrea Ynpaenaemble ycrpoiiciea > [lenapTameHT 34paBooxpaHeHma ropoaa Mocke
v [ Cepoeps agmmmncrpupasarns
v [ Cepsep agmnnuctpuposanun 10.127.134,194 - ksaz-p1p TpynnoBkie 3agaun

~ [ Ynpasasemsie yerporicrsa

» [ Cepeepsi aamunncrpupoeanua YcrpoiicTea MonuTuki @
> CJKsC

> O test
+ [ llenaprament sapacooxpanerins ropeas Mockes! VMNOpTHPOEaTs 2a4auy 12 daiina |  [oBsEwTs ww vasnuTe rpadel
5 [ Cepsepel aamunuctpuposatma

> [ Cepeepei agmmnnctpuposanms
5 L llenaprament obpasosanus u waykw ropoa Mockser | oo eA0nanise SaAgtll SEERLE

> [ ¥npasnerine moBuABHEMY yCTpORCTEMI x
3 BuiBopku yerpoiicte L
L1 Hepacnpeaenentbie ycTpofictea MacTep cosaanua sagauu
= Monumikn
Bl 3agaun =
[5] Miuerzmn Nabopatopuu Kacnepexoro Beibop Tuna sagaum
> 58 flononmurensmo
5> [ Cepsep aamunuctpupozaru 10.127.134.195 - ksaz-p2p [5] Oftosnerue ~
> [ Cepeep aamunuctpupozarm 10.127.134.196 - ksaz-p3p [5] OaT obHosneris
> [ Cepeep aaminuctpuposanms 10.127.134.197 - ksaz-pdp [5] Nowac10C
> [ Cepeep aaminuctpuposanms 10.127.134.198 - ksaz-p5p [5] Nonysere daiina
> [ Cepeep aaminuctpuposarms 10.127.134.199 - ksaz-pp [=] Mowewerime daiina Ha kapanTit
> [ Cepeep agrunuctpupoesarus 10.127.134.200 - ksaz-pTp [5] Mposepra uenocrHocTu
5> [ Cepeep aamunuctpupozarms 10.127.134.201 - ksaz-p3p [5] ¥aanemne aaHHs
5> [ Cepsep samunuctpuposarms 10.127.134.202 - ksaz-pSp [5] ¥aanemne daiina
5> [ Cepsep aamunuctpupozarms 10.127.134.203 - ksaz-p10p [5] ¥npasnerute sawuoit BitLocker
5> [ Cepsep aamunuctpupozarus 10.127.134.204 - ksaz-p11p [5] ¥npaBneHite yuETHBIM SENHCAMM ATEHTS 3YTEHTUOMKALM ||
> [ Cepeep aamunuctpuposanms 10.127.134.205 - ksaz-p12p = - K2 Security Center
> [ Cepeep aaminuctpuposanms 10.127.134.206 - ksaz-p13p = [T Bononrmrenstio
> [ Cepeep aaminuctpuposanms 10.127.134.207 - ksaz-pldp T———==] NMowac yassuocTei 1 Tpebyemsix ofHoaneH T
> [ Cepeep aamunuctpuposarms 10.127.134.208 - ksaz-p15p [5] Zanyox i ocTaroska mporpatsl
5> [ Cepeep aamunuctpuposarm 10.127.134.200 - ksaz-pl16p [5] Coofiwermre ans nons3osaTens
5> [ Cepsep aamunuctpuposarus 10.127.134.218 - ksaz-sr01p [] crena Cepsepa aammncTprposais
5> [ Cepsep aamunuctpuposarms 10.127.134.223 - ksaz-p17p [5] ynpasnenue yeTpoiicTaamA
5> [ Cepsep aamunuctpupozarms 10.127.134.225 - ksaz-p18p [] NpoBepxa ofHoBneii
> [ Cepeep aamunuctpuposarus 212.11.15241 - ksaz-sr02p [ ] 3arpyzka 0BHOBMEHIT B XPEHUNMLLE TOHEK PACTPOCT PaHEHHA
> [ Cepeep aamunuctpuposanus 212.11.15242 - ksaz-sr03p [ ] PacnpocTpaHeHie MHCTaNRALVOHHOMD NaKeTa
» LI KsC [] YaanerHan yCTaHOSKa MPOTPEMNS! Ha NOAHMHERHEIE CEPSEPS! AAMAHHCT PHROBEHIA
» [ ¥npaenetine mobuabHeIMy ycTpoficTaamm [5] YaanerHan QeHHCTaNAALAS NporpamMs!
' Beibopky yetpoiicts [5] Yaaneas ycramoska nporpanm:
L1 Hepacnpeaenentsie yerpoiicraa [5] Yerarosra Tpefiyensix ofHosneHH 1 3aKpHITHE ya3SUMOCTEN
= Monumia v
2 3azaum
[5] Muenzun NaGopatopun Kacnepckoro
> BB Jononnurensto Danee Ormera

~ [ Ynpasnaemsie yerpoiicraa

~ [ Cepsep sqmunncrpnposanns 10.15.111.129
R = o —— ‘

1. ®OPMUPOBAHUE 3A0AYN MOXHO OCYLWECTBUTb U3 BALIEN rPYMMbl
AOMUHUCTPUPOBAHUSA NEPENASA B MEHIO «3A0AYUN»

2. HAXATb KHOTMKY «HOBAA 3A0AYA»
3. BbIBPATb NMOWNCK YA3BMMOCTEN U TPEBYEMbIX OEHOBJIEHUI

4. BbIEPATb MECTA CKAHWUPOBAHWNSA YA3BUMOCTEN N NMPOrPAMM, TPEBYIOLNX
OBHOBJMEHNA (MOXHO OCTABUTb MO YMOJIHAHWUIO)

<« MacTep cozaanua 3agaum

MapameTpbl

YiawmTe ciocolil novcka yAserMocTei 1 nporpamm, Tpebyiowmx obHosneHua;
MoMCK YR3BMMOCTEH 1 0BHOBNEHWI, NepesrcneHHsix Microsoft
CoeaMHATECA C cepeepom oBHOBNEHMI AN SKTYaNM3aLAM AaHHED
MoWck YAZBMMOCTEH W 0BHOBNEHWI CTOPOHHIMX NPOMIE0AMTENEN, NepeUMcnerHED: TabopaTopuei (K

VIEHMTE MYTM ANS A0NONHMTENLHOMD NOKCKE NPOrpanM 5 HaiAnosoi cicTene:

Manka X

%SystemRoot%
%tProgramFilesse
%ProgramFiles(x86) %

NobaenTe CBOACTEA

[ Bkniounts pacumpertyio auarHocT iy

MakCHMaNbHEI pasMep Gafnos PacWHPEHHOR AHarHOCTHEH, MB: 100

v
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

5. BbIBPATb PEXWNUM 3AMNYCKA MO PACMNUNCAHUIO\BPYYHYIO

X

6. YKA3ATb UMA 3AOAYN

OnpeaeneHye Ha3BaHWA 3aaaqmn

fanes OmeHa

7. BbIBPATb «3ANYCTUTb 3AAAYY MOCJIE BABEPLWLEHNA PABOTbl MACTEPA» UJTA
MOCJIE HAXATNA KHOMKW «FOTOBO» 3AMNYCTUTb 3AAAYY BPYYHYIO

*

« Macrep cospanun sagasu

3aBeplieHne CO3AaHMA 3a/aun

HammyTe Ha kHoriy “ToToBo", 4Tofkl 35EPWITE NPOLIECE Co: sanauw Movck
yaseumocTed i Tpebyembix obHosner (1)’ n saBepumTe paboTy MacTepa.

3anyCTUTL 33Ra4Y MOCRE 38BEPWEHIA DaBOTLI MaCTeD

otoB0 Otmeria
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

8. OAJIEE MOXXHO BblBPATb 3AAAYY U MOCMOTPETb PE3YJ/IbTATbI BbIMOJIHEHWNA

Wran
oGaenerne cniovs Mouck yA3BUMOCT el 1 Tpebyembix X
- 06HOBNEHMIt
KEY [KES11]
Her aanHbix Tun 2agaun: MoMCK YAZEMMOCTER
Tpebyemux 0BHOBNEHWA
£ key [K Sec 2.0 Linux mail servers] e
¥ ; ) MporpaMmHa: ATEHT 3AMUHMCTPUPOBAHNHA
KEY [KAVE Linux File Servers] Kaspersky Security Center
2| KEY [KES 10 5P1 MR1 Linux]
FEIKEY [KES 1.1 MAC] BuinonHAeTCA: 84%
2| KEY [KES10 Linux]
5| KEY [KES105P2]
5| KEY [KESL 1] e ——
I KEY [KS10,11 WinServers] BHINONHEHWA Ha
¥ KEY [wseeB] P

OxnazeTca Ha

MNenck yazenmocTei n Tpebyemerx oGHOBNEHNI
7 Mownck yasenmocTei n TpeByembx oBHOBNEHKA
YAaneHHaA yCTaHOBKa NPorpaMmel

| Agent update

E]
El
yi 2
STCA H3
YCTDOMCTBEX
Ha yorpoiicTeax: 648
He ynanock
BBINOAH Ha3
YCTDOMCTERX: 24

QCTaHOBHTE

*| Moka3aTh Zafauy B rpynne, B KOTOPOHA oHa3

o3, 3

* | 3KCNOPTMPOBaTL 33gavy B daiin

9. NOAOBHbLIE 3AAAYN MOXHO COOPMUPOBATbL ANA YOAANEHHOW YCTAHOBKMU
KASPERSKY ENDPOINT SECURITY, ATEHTA AAMWHNCTPUPOBAHNA HA
YCTPONCTBAX UM YCTAHOBKW TPEBYEMbIX OBHOBJTEHUA U 3AKPbLITUN
YA3BUMOCTEW ANA 3TOro B MACTEPE ®OPMUPOBAHUSA 3AAAY HEOBXOAMMO
BbIBPATb COOTBETCTBYIOLWMWE MYHKTbI
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

O®OPMUPOBAHWE 3AAAYN MO YCTAHOBKE MNMPOIMPAMM KASPERSKY ENDPOINT

SECURITY

Cepeep agMmuHiucTpyposadua 10.127.134.194 - ksaz-pip >

~ [ Cepeep agmunncrpuposarun 10.127.134,193
~ [ ¥npaensembie yctpoiictsa
~ [ Cepeepur aamunncrpuposarna

¥npaeasewmble ycIpoiciea > flenapraMmeHdT 3pasooxpadenus ropoga b

~) [pynnoBbie 3agauun

Ycrpoiictaa MonuTikw

| WMmnopTupoeate 2agavy n3 daiina | JoBasuTe HAK YAEAWTE

v [ Cepeep agmurncrpuposanns 10.127.134.194 - ksaz-plp
~ [ ¥npaensemeie ycrpoiictea
> [ Cepeepsi agmunncTpupesanng
» LJKsC
> O test

v [ Aenapramerr apascox panerina ropoga Mockas:

JMHWCTPHPOBaHNA

BERLLAAMMHNCTPHPOBaHIS

> L Jenaprament obpasosannn v Haykn ropoga Mockesl
[ ¥npaenerie MoBUAEHEIMN YCTPORCTERMI

* Wa
' BoiGopin ycrpoiicts o es—— Mouck ysse
o1 Hepacnpegenenneie ycrpoiicTea % obHoBREHMI
= MoanTnku
E 3apaum MacTep co3gaHna 335341 r Tun zapauu:
[E] Muyenzin NaBoparopun Kacnepcroro

> B donoanuTensho MEaTeiee

[ Cepeep agmunnucrpuposanus 10.127.134.195 - Buibop Trna sagaun

[ Cepeep agmumuctpuposanns 10.127.134,196 -

E Cepeep agmuHucTpuposanng 10.127.134.197 - ObHoBENEHHE A BunonHaeTca

[ Cepeep agmurncrpuposanns 10,127.134,198 - OTxar obHoBREHMR

[ Cepeep aamunmnctpuposanua 10,127.134,199 - Mowck 10C

E Cepeep agmuHucTpuposanng 10.127.134.200 - Monyqenne dalina

Moweuierite daiing Ha KapaHTIH

MpoBEpKa LENOCTHOCT

Yaanerie ganHex

Yaanenwe daiina

‘YnpasneHue sawmToi BitLocker

VNpaBNEHHE YHETHEIMA SEMMCAIA ATEHTA ayTEHTMMKALIM
ER¥ = K ky Security Center

= r'; [AononHKTenbHO
Tlouas yssBMMoCTer M TpeByensix ofHoBNEH

[ Cepeep agmurmncrpuposanns 10,127.134.201 -
[ Cepeep aamnnmnctpuposanna 10,127.134.202 -
[E Cepeep aamnnuctpupesanus 10.127.134.203 -
[ Cepeep agmurmncrpuposanns 10,127.134.204 -
[ Cepeep aamnnmnctpuposanua 10,127.134.205 -
[E Cepeep aamnnuctpupesanus 10.127.134.206 -
[l Cepeep agmumncrpuposanna 10.127.134.207 -

[E Cepeep aamnnuctpupesanus 10.127.134.209 -
[l Cepeep agmumucrpuposanna 10,127.134.218 - T —
CooflueHie AnA NoNbsoEaTEN
Crena Cepsepa aaMrHICTDMPOBaHHS
VnpasneHie yeTpoicTEaMA
MpoBepKa oBHOBNEHMIA

> LI KsC Sarpy3a oBHOBNEHITT B XPAHANMILE TOEK PACTIDOCTPAHEHIS
5> [ Ynpasnerne moBunsHeimn ycTpoiicTaati
=1

>
b
>
>
»
>
>
»
>
>
»
>
>
» [ Cepeep agmnnuctpuposanns 10,127.134.208 -
>
>
» [ Cepeep agmnnuctpuposanns 10,127.134.223 -
» [ Cepeep agmnnuctpuposanns 10.127.134.225 -
» [ Cepsep agmumnctpuposanns 212.11.152.41 -
» [ Cepeep agmnnuctpuposanns 212,11,152.42 -
=

PANPOCTPEHEHIE VHCTAMNALMOHHOND NAKETa

! BeiSopku ycTpoiicTe
i Hepacnpeaenenrisie ycrpoiictsa
= MNonwmen =

YAENEHHEA YCTEHOBKE NPOrPaMHE| HE NOAHMHEHHEIE CEPSEPE! SAMMHUCT PHPOSAHHA
YAaneHHan AeHCTANNALMA NPT PaMMs!

ANEHHEA YCTAHOBKA NPOrpaMHE!

]
[

3apaum YeTaHoera Tpefyembix 0BHOENEHWA 1 3aKPEITUE YASBUMOCTER
[2] NMuuerzun Nabopatopum Kacnepcroro v
> ma JononHutensHo [*] Nokazate
~ [ Cepeep aamunnctpuposarna 10.13.111.129 Loznana
~ [ ¥npasnsemsie ycrpoiicraa T [¥] Hactpaum
> Cepeepb! 3AMUHUCTPUPOEEHUA [*] 2xcnopmm

> [ HomeCP-Adroid
> L HomePC_Linux
-

1. ®OPMUPOBAHWE 3A0AYN MOXHO OCYLWECTBUTb U3 BALIEN rPYMNMbI
AOMUHUCTPUPOBAHNS NEPENAS B MEHIO «3A0AYUN>»

2. HAXATb KHOTMKY «HOBAA 3AQAYA»
3. BblBPATb «YOANEHHAA YCTAHOBKA MNMPOIrPAMMbI»

4. BbIBPATb MHCTANMNSAUMOHHbBIA NAKET KASPERSKY ENDPOINT SECURITY
MOCNEAHEN AOCTYNHOW BEPCUMN:

€ Macrep covsanun sagaun

BbiBOp MHCTNAAUMOHHOTO NakeTa

™ hgent ~
™ Agent-old

™ For update KSC to vers 10.5

'™ Kaspersky Endpoint Security 10 ans Windows (10.2.1.23) (cTanaapTran ycTarosxa)

= Kaspersky Endpoint Security 10 ans Windows (10.2,4,674)

= Kaspersky Endpaint Security 10 ans Windows (10.2,4,674)_1

== Kaspersky Endpoint Security & for Linux{deb)

= Kaspersky Endpint Security 8 for Linux{rom)

= Kaspersky Endpoint Security 8 ana Mac

= Kaspersky Endpoint Security naa Windows (11.0.0) (11.0.0,6455)

= Kaspersky Endpoint Security as Windows (11.5.0) (Pycoui) (Lite encryption)_11.5.0.530

= Kaspersky Endpoint Security ans Windows (11.6.0) (Pycouni) (Lite encryption) _11.6.0.394

= Kaspersky Network Agent for Mac (Pyca<iif)_13.0.0.40

= Kaspersky Security 10 for Windows Server_10,1,2,996 v
< >
Kaspersky Endpoint Security ans Windows (11.6.0) (Pycawii) (Lite encryption)_11.6.0.394

Hogwiit... CeolicTea

e
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

5. NMPU HEOBXOAUMOCTWN BblBPATb YCTAHOBKY AFEHTA AAMUHUCTPUPOBAHMUSA
MOCMAEAHEN AOCTYMNHOW BEPCUU

<« MacTep cosgaHwa 33aa4m

JonoNHUTENLHO

YCTaHOBNTb AreHT aAMUHWCTPMPOBAHWA COBMECTHO C A@HHOIA Nporpanmoi

{ AreHT anMMHUCTpUpoBaHKA Kaspersky Security Center (10.1.243)

{ AreHT aAMMHMCTPMPOBaHKA ANA BEpcl 8 ang MAC

{ Agent-old

{ AreHT anMuHMCTpUpoBaHKA Kaspersky Security Center (10.2.434)

{ AreHT aAMMHMCTPUPOBaHKA Kaspersky Security Center (10.2.434)_1

{ AreHT anMMHMCTPUpoBaHKA Kaspersky Security Center (10.3.407)

{ Agent

{ AreHT anMMHMCTPUpoBaHKA Kaspersky Security Center 10 (10.5.1781)

{ AreHT anMMHMCTpUpoBaHuUA Kaspersky Security Center 13 (13.0.0.11247)
{ Kaspersky Network Agent for Mac (Pyconit)_13.0.0.40

OROOOO0000 5

Cozaatb...

Ommena
6. BbIBPATb BAPUAHT YCTAHOBKW N YCTPONCTBA

€« MacTep cozaaHna 3agaqun

MapameTpbl

MPMHYAMTENLHD 38MPY3UTE MHCTANNALMOHHEI NKET
C NOMDLLEID AFEHTE 3AMAHUCTPMPOBEHIA
[l CpeacTsami onepaLyoHHOi CHETEMBI C NOMOLLEID TOHEK PECTIPOCTPEHEHNS

CpeacTEaMH ONEPALMOHHON CUCTEME C NoMOWED Cepeepa aaMMHHCT PMPOBaHNA

YToBbI BEINGAHUTE ONEPELIID © MCNONE30BEHWEM NOCTEBLLMKE 0BnauHeEx cnywb APL, BaM
HYHE NELMaNEHaA MMUEH3MA, ¥3HaTh Gonbwe. ..

NoBeAEHHe YCTPORCTE, YNPABNAEMEIX APYTHMA CepBEpaM alMUHUCT PHDOBaHUA

(®) YrTaHaBNMEaTE Ha BCE YCTPOICTES

() ¥cTaHaENMBaTs Ha YCTPORCTES, YNIPAENAEMEIE TONEKD 3THM CEDEEPOM AMHHWCTDMDOEEHNS

He yCTaHaBNWBaTL NPOrPEMMY, ECNM OHE YIKE YCTaHOBNEHa

|:| Ha3HE4MTh YCTEHOBKY AreHTa a0MUHWCTPMPOBEHMA B rPYNNoBLIX NonWTKKEX Active Directory

JaKpeIT BCe PAbOTaMOWME NPOrPaMMEl NEPEA HAYENOM YCTSHOEKK

Orers
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

7. BbIBPATb AENCTBUIM NMPN HEOBXOAMMOCTU MEPE3ATPY3KU OMEPALMOHHOW
CUCTEMbI

< MacTep cozgaHna sagaumn

Beibop AefcTEMA Npy HeoBX0AMMOCTW Nepe3sarpysku onepaLvoHHOR
cUCTEMBI

BoifepuTe AeiicTEME, KOTOPOE CNEAYET MPEAMPUHATE, ECMM B XOAE YCTEHOBKM MPOrpatMsl
noTpefyeTcA Nepesarpyska onepaLMoHHON CUCTEMSI,

(O He nepesarpysaTs ycTpoiicTso
() NepesarpysuTs yoTpoiicTeo

(@) 3anpawneaTh ¥ Nonb3osaTena

MporpaMMa YCnewHo YCTaHOBNEHa Ha YCTPORCTBO. [LNA 33BEPLWEHMA YCTaHoBKK TpefyeTca
MEPE3ArPY3KA ONEPELMOHHON CACTEMBI.

MoBTOPATE 3aNPoC Kakabie (MuH): EI

MPUHY AMTENLHO NEPE3arPY3MTE Yepes (MiH): 0

Ak 4

[INpuHyanTensHOE 3aKPBITME NPOrPaMME! B 336N0KMPOBAHHEIX CECOMAX Yepes (MiH):

Danee OTmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

8. ECJIM HEOBXOANMO YKA3ATb YYETHYIO 3AMNNCb, KOTOPAA BYAET
MCMNO/Ib30BAHA HA YCTPOWUCTBE A/19 YCTAHOBKWN NMPOrPAMM

9. BblBPATb PEXWM 3ATTYCKA MO PACMUCAHUIO\BPYYHYIO

<« MacTep cosgaHua 3agaun

HacTpofika pacncasus sanycka 3anaum

3anyck no pacnudaHHio: |BDY‘4H‘!"0 \ ~

3aNYCKaTE NPOMYILEHHSIE SAAEYM
Ncrone30BaTe SETOMATUUECKOE ONPEAENEHME CTYYSHHOND MHTEPBANE MEXAY 3EMYCKaMW 33454

Ncnons308aTe CIYYaiHYIO 3AAEPHKY 3aNYOKa 330344 B MHTEpBane (MiH): L -

Janee OTmena

e

Buibop yueTHoIA 3anvcmk Ans 3anycka 3aaum

(@) YueTHas 33t He TpefyeTca (AreHT aAMAHMCTDMPOBEHMA YIE YCTEHOBNEH)

(O vuetHas sarmce TpefyeTca (AreHT AZMMHMCTPMPOBAHA HE MOTONbIYETCH)

Wz Tun AobaEuTs

Ceoiictea
Crnucok nycm.

Hanee OtmeHa
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

10. YKA3ATb UMSA 3AOAYN
x
<« Mactep cozganna sagaun
DI'IpE.‘JJ,E.‘IIEHME.‘ Ha3BaHWA 3ada4yn
Wmaz
s
11. BbIBPATb «3ANMYCTUTb 3AAAYY MNMOCJ1E SABEPLWLEHWUA PABOTbI MACTEPA»

NN NOCNE HAXATUA KHOMKWU «FOTOBO>» 3AMNYCTUTb 3AAAYY BPYYHYIO

< MacTep cosaaHuA 3aaaqum

3aBepmem—1e CO3/1aHWA 3aiaun

HaxkMuTe Ha kHomky “ToToso”, 4Tofkl 3ABEPWMTE NPOLIECT CO3AaHMA 38084 Tlonac
yAsBMMOCTElN U Tpebyemenx ofHosneHmi (1)’ v 3aeepwTe paboTy MacTepa.

3aNYyCTHTL 33434y NOCNE 33BEPLEHNA PaGoTLl MACTEPa

loToeo Otmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

12. OAJTIEE MOXXHO BblIBPATb 3AAAYY U NMOCMOTPETb PE3YJ/IbTATbI
BbIMOJIHEHWA

¥HacnedoBaHHbIE 330344 CHpLTL | MOKa3aTbh

WMran
Jlo6aancnie kniona Mouck yAsBuMocTel U Tpebyembix X
B (TSI obHoBREHWI
HeT aaHHEIx Tvn zagauu: HOMECK )‘HBBMMEOCI'Eﬁ H ~
TpebyeMblxX 0DHOBNEHUH
f KEY [K Sec 8.0 Linux mail servers] 55
¥ ) NporpamMMa: AreHT 3AMUHUCTPUDOBEHUA
KEY [KAVE Linux File Servers] Kaspersky Security Center
2/ KEV [KES 10 5PT MR Linux]
5 kev [KES 11.1 MAC] BrinonHAeTcA: 84%
F5/ KEY [KES10 Linux]
5 KEY [KES105P2]
2 ke [KESL 11 CTaTncriiG
t KEY [K510,11 WinServers] BEINOAHEHNA Ha
5| KEY [wseed] B
OxxnpaeTca Ha
Mouck yazeumocTeil u TpeByenbn cBHOBNEHNA yCrpoiicreax: 4
7 Monck yazenmocreii n Tpebyensix oBroaneHnil 3aNNaHMPOB3HE K
EHINONHEHWH H3
Yaanennan yCTaHoBKa Nperpammel ycrpoicreax: 101
| Agent update BuinonHAeTcA Ha 27

YCTDOACTEaX

JaBeplieHs yonewHo
Ha yCTpoicTeax: 648

yCTpoicTeax: 24

E3YNbTAThl

QCTaHOoBUTE

¥ | DKENOpTUPOEATE Zanauy B daiin
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

®OPMUPOBAHUE 3A0AYMN NO YCTAHOBKE TPEBYEMbIX OEHOBJ/IEHUIN U

3AKPbITUN YA3BUMOCTEN

v [ Cepeep aamunuctpuposanna 10.127.134.193 Cepeep aamubuctpuposanmna 10.127.134.194 - ksaz-ply
~ [ ¥Ynpaenseneie yerpoiicrea ¥npaensemble YyCTpOACTBa > JlenapTameHT 34paBooXp

v CepBepbl 34MUHUCTPUPCBIHUA

~ [ Cepoep agmurncrpuposarus 10.127.134,194 - ksaz-plp - Mpynnoeele 3aga4n

[ Ynpansemie yerpoficrea

> [ Cepeeper agummncrpuposanna YcrtpoiicTea MonuTkM

» LI KsC
» O test
v [ Aenaprament sapascoxpanerua roposa Mockesl | VMNOpTHPOEaTs 23gauy u2 daiina

—SRESE SATMMHACTPUPOBAHNA
» L Jenapramert obpasoearug u Hayku ropoga Mockes:

=

5 [0 Ynpasnenue moBunsHeimm ycrpoiicT]
' Beifopkw ycTpoiicTe x
i Hepacnpeaenerneie yerpoiicTea Macrep cosganus sagaun
=7 Monutien
3aaaun
[2] Muuenzun MaBopatopum Kacnepekol Bblﬁop TWNa 3adaun
> BE JonoaHutensHo
> [l Cepsep agmunnctpuposanna 10.127.134, [E] Mposepsa sancx obnacredt o
> [ Cepeep agmunncrpuposanua 10.127.134, [E] Nposepca sorretinepos
5> [ Cepsep agmunnctpuposanna 10.127.134, [E] Mposepa LeocTHocT crcrems:
> [ Cepeep aammnncTpuposanna 10,127,134, = [ Kaspersky Endpoint Security ann Windows (11.8.0)
> [ Cepeep aammnncrpuposania 10,127,134, El AHTUEHDYCHES MPOBEPKE
> [ Cepeep apmmnncrpuposanma 10.127.134, [5] BoBasnerme xnicua
> [ Cepeep apmmnncrpuposanma 10.127.134, EI SasepweHie NpoLECEa
> [ Cepeep aammnnetpupoeanua 10.127.134, EI anyee nporpatMs!
» [l Cepaep aaummncrpuposanna 10.127.134 [E] Visweriere cocrana konnovesTos nporpanes
> [ Cepeep agmmnncrpuposania 10.127.134, (S ———
5> [l Cepsep agmunnctpuposanna 10.127.134, [5] osrosnene
> [ Cepeep aammHncTpuposanna 10,127,134, El OrkaT ofHoBREHHA
> [ Cepeep aammnncrpuposania 10,127,134, El Mo 10C
> [ Cepeep apmmnncrpuposania 10.127.134, El Monyuerie daiina
> [ Cepeep apmmnncrpuposanma 10.127.134, [2] Momewerme daiina Ha kapaHTIH
> [ Cepeep aammnnerpuposanua 10.127.134, EI MpoBEpka UENDCTHOETH
> [ Cepeep asmunnetpuposanua 10.127.134, EI Ynanere nankon
» [l Cepsep agmunncrpuposanna 10.127.134, [E] Yasnerwe paiina
> [ Cepeep agmunncrpuposania 212.11.152, [5] rpasnere auprrof Bit ocker
> [ Cepeep apunnncrpnposanina 212.11.152, [Z] ¥npasnerie yHeTHEIMY SaMMCANA ArEHTE 3y TEHTHAHRALIM
¥ g KsC =] H Cepeep agunHucT phposannA Kaspersky Security Center
» [] Ynpaenenme moBuneHbimm ycrpoiicTeanm ™ LononriTensHo
o' Buibopkn ycrpoiicts [£] ¥aanernan ycraroska nporpamtsl
L Hepacnpeaenennsie yetpoiicraz = | =] ¥eraroska Tpebyensix 6HOBNEHMA M SAKPLITHE YASBMMOCTER
= MoauTukn _— v
[ 3aaaun
[E] Muuerzim Nabopatopun Kacnepckoro
> mm denonHuTensHo Ormena
v [ Cepeep agmunncrpupoeanna 1015111129

v L ¥npaenaembie ycrpoiictsa

1. ®OPMUPOBAHWE 3A0AYN MOXHO OCYLWECTBUTb U3 BALIEN FPYMNMbI
AOMUHUCTPUPOBAHNS NEPENAS B MEHIO «3A0AYUN>»

2. HAXATb KHOTKY «HOBAA 3A0AYA»

3. BbIBPATb «YCTAHOBKA TPEBYEMbIX OBHOBJTIEHUW N 3AKPbITUE
YS3BUMOCTEW»

4. 3AO0ATb NMPABWUJIA YCTAHOBKW OBHOBJIEHUN:

x
e M
actep cosganua npasuna
« Macrep cosgarma sagaun
Twn npasuna
MapameTpbl
3anaifTe npasina ycTaHosKkH obrosnemii, (@ Mpaswno Ans Bcex oBHOBNEHI
Vst npaswna x (O Mpaswno ans obrosnerwii Windows Update

(Onpaswno ana cToporHix ofHoBReHMi

AobaeuTe CeofcTea

[[]HauHaTs YCTZHOBKY B HOMEHT NEPESATDYIKH IANH BEIKTKIUEHIA YCTROCTER
[ ¥crarasmisaTs Toefyensie oBLECHCTENHSIE KOMTOHEHTS!
[l Paspewars ycraHoBKy HOBOI BEPCAM NPOrPaMMB! NP oBHOBNEHMM
[13arpyxaTe ofHOBNEHIA Ha YCTROICTED, HE YCTaHABMMEER HX

Mlanica AT 3arpy 3k OBHOBREHIT:

“slllsersProfile%\Application Data\asperskyLab\ipUpdates

[ Brvouuts pacumpentyio avarHocTiicy

. . . 100 =
MakcHMENEHENT pasen hainoe DEclUHPERHOR AnarHOCT KK, MB: =

et | O
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

5. 3AAATb KPUTEPUM WU NPABUJIA YCTAHOBKW OBHOBJTEHUN

& MacTep cosazHin 3aaa4m €« Macrep cozganua sagaum
X
Map Nap
<« Macrep cosa; p < M p CO3A; paen
E E
1 OBLmWe KpUTEpUU i ObHoBAEHMA
& YCTaHaBmMBaTL TOMEKO 006PEHHEIE OBHOBNEHIA ~ 1 (®) YeTanasnueaTs 502 NoaxonAWME oBHOBREHAA

(O YeTaHasmMeaTh ToNbko 0BHOBNEHMA U3 CTACKaE:
[[]3aKpbiBaTh YS5BMMOCTH € YPOBHEM KPUTHHHOCTM, PEBHBIM UIH BbILUE

O a|

O

O

|
O

O
O

O

6. 3AOATb NPABUNIA YCTPAHEHNSA YA3BUMOCTEMN

< MacTep co3ganua 3agaqu
Map
<« MacTep cozaaHua npasuna
3ar
a YAasBumMoCTH
I

(®) 3aKpLiBaTs B YASBAMOCTH, COOTBETCTBYIOWME OCTANGHEIM KPUTEPHAN

() 3aKPbITh TOMBKO YAIBUMOCTH U3 CMIMCKA:

O® O 0|

Janee Otmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

7. 3AOATb UMA MPABUIIA

« Mactep cozgarna sagaun
x
Map
<« MacTep cosgaqna npaenna
Sar
HazeaHwe

ioB0E Npaskno|

O® O O0d|

loToeo Ormena

8. MNMPABWNJIO CO3AAHO

« Mactep cozaaHna 3aaaun

MapameTpbl

3aaiTe NPaBKMna YCTaHoBKI 00HOBNEHMIA,

Wma npasuna x
EEHDBDE NpEEMAD

LobasuTs CeolicTBa

[CHauHaTs YCTaHOBKY B MOMEHT NEPE3AMPYIKM WK BEIKMIYEHIA YCTpoiicTEa
[ veraHasmBaTh Tpefiyembie 0fILEMCTEMHEIE KOMIOHEHTEI

P&3pewaTe YCTAHOBKY HOBOI BEPCHM MPOrpaMMel NpW 0BHOBREHMK

[ 3arpy#ate ofHOENEHMA Ha YCTPOIACTED, HE YCTAHABNMEAS MX

suallusersProfilesc\Application Data\Kasperskylab'\3pUpdates

[ BrntounTh pacumMpeHHYD AMATHOCTMKY

-

100

Janee Otmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

9. BbIBPATb AENCTBUIN MPN HEOBXOAWMOCTU MEPE3ATPY3KU OMEPALMOHHOW
CUCTEMbI

<« MacTep cozgaHna sagaumn

Buibop AeAcTEMA NpK HEOOX0AMMOCTH Nepe3arpy3ku onepaumMoHHONR
CMCTEMBI

BoifiepuTe AefCTEME, KOTOPOE CNEAYET NPEANDUHATL, ECNU B XOAE YCTAHOBKM NPOrpPaMMb
noTpefyeTcA Nepesarpyska onepaLMoHHON CUCTEMSI,

(O He nepesarpyxate ycrpoiicTso
() NepesarpysuTs yoTpoiicTeo

(®) 3anpawmBaTh ¥ NonbsosaTEnA

MporpaMMa YCnewHo YCTaHOBNEHa Ha YCTPORCTBO. [LNA 33BEPLWEHMA YCTaHoBKK TpefyeTca
MEPEZErpY3Ka ONEPaLMOHHON CUCTEMEL

MoBTOPATE 3aNPOC Kakabie (MuH): EI 3

MPHHY AMTENBHO NEPEIArPYSHTL Yepes (MH): 0 -

[INpuHyaMTEnsHOE 3aKPLITE NPOrPaMME! B 336N0KMPOBAHHEIX CECCMAX Yepes (MiH):

DNanee OTtmeHa

10. BbIBPATb PEXWM 3ATYCKA MO PACMUCAHUNIO\BPYYHYIO

€« MacTep cosaaHua 3agaqn

Hactpoiika pacnncasmna 3anycka 3aaaun

3anyck no pacnudaHHio: |BDY‘4H‘ﬂO \ ~

JanycKaTb NPONYIWEeHHbIE 3a0a4M

Wcnonb30BaTE SETOMATHHECKOE ONPEASNEHUE CTYYSAHOND MHTEPBANA MEXAY 38MYCKAMM 320344

Nnonb30BaTh CNySaiHyo 3a0EMHKY 33NY0KE 330341 B MHTEpEane (MiH): L -

Janee Otmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

11. YKA3ATb UMSA 3A0AYU
x
<« Mactep cozganna sagaun
DI'IpE.‘JJ,E.‘IIEHME.‘ Ha3BaHWA 3ada4yn
Wmaz
s
12. BbIBPATb «3ANMYCTUTb 3AAAYY MNMOCJ1E SABEPLWLEHWUA PABOTbI MACTEPA»
NN TOCJIE HAXATUA KHOMKW «FOTOBO» 3AMNYCTUTb 3AAAYY BPYYHYIO
X

€« Macrep cosgannn sagaun

3aBep|.uem—1& CO30aHWMA 3adaun

HaskmuTe Ha kHomky "ToToso”, yTobbl 3aBEpWKTE NPOLECT Co3AaHMA 3aaaqm Tlonak
YASBMMOCTEN 1 TpebyeMblx ofHoBREHWI (1)' W 3aBepWHTE paboTy MacTepa.

3anycTUTL 3aAaqy NoCne 3aBepleHns paboTsl MacTepa

loToso OTmena
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

13. OAJTIEE MOXXHO BblIBPATb 3AAAYY U NMOCMOTPETb PE3YJ/IbTATbI
BbIMOJIHEHWA

¥HacneAoBaHHLIE 3304a4l. CKOETE | MNOKazaTh

Wram
[oGasnenne nious Mowck yassuMocTei 1 Tpebyembix *
. obHOBREHMI
KEY [KES11]
Het aaHHe Twn zagaun: MOKNCK YAZBMMOCTEN W
6 1i ]
=] key [K Sec 8.0 Linux mail servers] A —
s Mporpamma: AreHT 3gMUHNCTPUPOBaHNA
KEY [KAVE Linux File Servers] Kaspersky Security Center
21 KEY [KES 10 5P1 MR Linux]
¥
KEY [KES 11.1 MAC] BuinonHAeTca: 84%
¥=| KEY [KES10 Linux]
51 KEY [KES105P2]
51 KEY [KESL 11] EETETE
2| KEY [K510,11 WinServers] BLINOMHEHWA Ha
CTPOACTBAX
2| KEY [wsees] vere
. . OmuAaeTca Ha
Mownck yAsenmMocTedd n TpeByembix 0BHOBAEHNI VCTDORCTERN: 4
i Mowck yasenmocTeid n TpeByemelx 0BHOBNEHKIA 38MM2HUDOBEHS K

¥paneHHan ycTaHoEKa Nporpammel

*| Agent update
YCTpOACTBaX

33EEDIWEHE YCNeWHD
Ha YCTpOiicTEaX: 648

ycTpokicTeax: 24

MNpocmoTpeT
e3yNET3TH

QCTaHoENTL

* | MNokasaTk 3343vy B rpynne, B KOTODOA oHa
£0303H3

| HaCTpOWTL NapaMeThLl 3aAa4n

3KCNODTUPOBATH 3384y B thaiin

-
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

®OPMUPOBAHUE 3A0AYN NO YCTAHOBKE OBHOBJIEHUN

|( Kaspersky Security Center 13.2
v [ Cepeep agvnnctpuposanna 10.15.111,128
w [ ¥Ynpaenaembie yetpoiictea

Cepeepel 3MUHNCTPUROBAHNA
] HormeCP-Adroid

L] HomePC_Linux

D HomePC_Mac

] HomePC_Win

M ks

MacTep cozgaHua sagaqn

Bribop TWNa 3anaun

= [ Kaspersky Endpoint Security ana Windows (11.8.0)

AHTHBMDYCHER NPOBEPKE

s

Cepeep agmuHucTpypoeaduna 10.15.111.1:

FpynnoBkie 3agaun

YcTpoiicTea Monutuem
MIMNopTMROEaTs 3a4auqy

~
Kran

JoBasneHune kKnoua
[Z] KEY [ KES11)

Het aaHHbmx
[AobaEnerue knova [Z] KEY {10 MAC)
3EBEPLUEHWE MPOLECCE |=‘=' KEY {11 MAC )
3anycK NporpamMMsl -

QBHoBNEHNE

WaMeHeHne CoCTaEa KOMNOHEHTOE NPorpPaMHsl
MHEEHTEPHZELMA

ObHoBnEHHE

OTkaT obHoBNEHNA

Mowex 10C

ManyueHke daina

MoMelweHme $aina Ha KapaHTHH
MpoBepKa LEnocTHOCTH

-
| Ycranoeka oBHOBREHWI

Mowck yaseumocTell n Tpebyembrx oBHoBNEHNA
= . .
|7 Menck yazsenmocTeii 1 Tpebyemen: obHOEREHMI

¥A3neHHan yCTaHOEKa Nporpammel
ABToMETuqecnan ycTaHoeka - Kaspersky Endpo
Y,a,anE:HHan ycTaHoeka nporpammel KES for Win

¥aaneHne gaHHBIX

Yaanenue daina

¥npaeneHWe 3awWwuToi BitLocker

¥NpaEneHue YHETHEIMA SaNMCAMK AreHTa ayTEHTHOUKaLAN
= E Cepeep agMuuncT pupoeatna Kaspersky Security Center

r:r' [ononHKUTENBHD

3EKPEITHE YASBMMOCTEA

YA&NeHHan YCTaHOBKE NPorpaMMel

¥eTaHoska obHosneHWi LieHTpa ofHosneHms Windows

| floneg || Ommena

I 5 1'l ¥npoaeneHne moBUbBHEIMK VCTDORCTBEaMUN |

1. ®OPMUPOBAHUE 3AQAYMN MOXHO OCYLLECTBUTb W3 BALUEN IPYNMbI
AOMUHUCTPUPOBAHUSA NEPENAA B MEHIO «3A0AYMN»

2. HAXATb KHOMKY «HOBAA 3A0AYA»
3. BbIBPATb «OBHOBJ/IEHUE>»
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

4. 3AAATb NCTOYHWUK OBHOB/NEHWUE:

« MacTep cosgaHua 3agaqm

VICTOUHWKK 0BHOBAEHWIA

+ JoBasuTe p BmeruTte X Yaanute ? Beepx a} BHI3
Kaspersky Security Center

CepEepel 0BHOBENEHWI “JlabopaTtopun Kacnepckoro™

lanee Otmena

5. BbIBPATb YYETHYIO 3AMNCb «MO YMOJIHAHWNIO»

« MacTep cosganua 3agaun

Buibop yueTHO 3anmMcK AnA 3anycka 3a4aum

ﬁ YramuTe YHETHYHD 38NKUCb NONb30BATENA, NO4 KOTDDDE CNEAYET BhINOMHATE 3a0adyy

®Yuernan 3amce no ymonuanmo:

(D) 3anaTk YYETHYIO 3aNKHCh

He peKoMeHAYETCR COXPAHATE KOHDMAEHUMANEHEIE 0aHHEIE, OTHOCALLMECA K OPraHW3aLMM, TaKkue
K3k Y4eTHbIE AaHHEIE 3AMUHWCTPETOPE A0MEHE UMK MPYNNEl AAMWHWCT PETOPOE.

YUeTHaA 3anHck:

Maponk:

rmer
30



JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

6. BbIBPATb PEXWNM 3ATNYCKA MO PACMNUCAHUIO\BPYYHYIO

€« MacTep cosgaHua 3agaqn

HacTpoiika pacnncanmna 3anycka 3aaun

Sanyck no pacridaHuio: |BDY‘4HW \ hal

38NYCKATE MPOMYIWLEHHDIE 33034

Mnonb30BaTh SETOMATHHECKOE OMPEAEneHHe CNYYSIAHOrD MHTEPBANE MEXAY 3aMYCKaMK 33434H

Mnonb30BaTh CNY4aiHYIo SAAEMHKY 3aNYCKa 33034 B MHTEpBaNE (MiH): 1 S

Janee OTmena

14. YKA3ATb UMA 3AA0A4HN

L MacTep cosgaHua 3agaum

OI'IPE.‘JJ,E.‘IIEHME.‘ Ha3BaHWA 3aldauk

lanee OTtmena
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

15. BbIBPATb «3AMNYCTUTb 3AAAYY MNMOCJIE SABEPWLEHNA PABOTbl MACTEPA»
NN MOCNE HAXATUA KHOMKWU «FOTOBO>» 3AMNYCTUTb 3AAAYY BPYYHYIO

« MacTep cosgaHua 3asaun

3aBepLIJeHHE'.‘ CO3AaHWA 2adaun

HaskMUTE Ha kHoMKy “ToToso ", UTobbl 33BEPIWMTE NPOLECT COSAaHMA 3384l TIouaK
yASEMMOCTEN M TpebyeMbix obHoEReHMi (1)' M 3aBepwTe paboTy MacTepa.

3anycTUTL 3aAaqy NoCne 3aBepleHns paboTsl MacTepa

loToBo OTmena

16. OAJTIEE MOXXHO BblIBPATb 3AAAYY U NMOCMOTPETb PE3YJ/IbTATbI
BbIMOJIHEHWA

¥HACNeA0BAHHbIE 330a4M: CHOETL | MOKazaTbh

Wran

JloGasnenne knioua Mowck YA3BAMOCTEH W TpebyeMbix 4
- obHoBneHMit

i=| KEY [KES11]

Her aarHbnc Tvn zagaqn: MOUCK YASBUMOCTER W

- TpebyeMuix oBHoBNEHWA
2| KEY [K Sec 8.0 Linux mail servers] peby
- ’ ] MporpamHa: ATeHT 3IMUHUCTPUPOEAHNA
"= KEY [KAVE Linux File Servers] Kaspersky Security Center
#21 KEY [KES 10 5P1 MR Linuw]
2 KEY [KES 11.1 MAC] BLINONHAETCA: 84%

¥ KEY [KES10 Linux]
2| KEY [KES10 SP1 Linux] _

¥2  KEY [KES105P2]

#2| KEY [KESL 11] CTaTuCTuiG
FEIKEY [KS10,11 WinServers] SR
- CTPOMCTEaX
¥ KEY [wsee8] Yere
DKMNFLTCA Ha
Mewck yazenmocteil n Tpebyemenx 0BHOBAEHNI YCTpoAcTeax: 4
%HOHCK cTeii 1 Tpeby Bl i 38NN2HUDOBIHS K

BHINONHEHWI0 H3
ycTpoiicTeax: 101
BuinonuaeTcs Ha 27
YCTDONCTERX
38BEpWeHa YCNEWHD
Ha ycTpoiicTeax: 648

He ynanock
BHINQNHWUTE Ha

YCTpOACTBaX: 24

¥paneHHan yCTaHoEKa Nporpamiel

* Agent update

OpocHoTpeT!
23YNbTaThl

OcCTaHoBHTL |

[oKa3aTh 33034y B rDYNNe, B KOTODOMA 0Ha
Co33Ha
HaCTpOUTE NapaMeTpsl 3334

[*] 2kcnopTupoeare samauy B daiin
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

®OPMUPOBAHWE 3AAAYN MO OBHOB/EHUIO BA3 A1 KASPERSKY ENDPOINT
SECURITY FOR LINUX (M 0OS)

CNPABOYHAA MHOOPMAL WA

Mepen co3naHMeM 3ajayvm HeobxoauMo ybeanTbCsi, YTO Y Bac ycTaHOBMEH nnaruH ynpasneHus Ans
Kaspersky Endpoint Security for Linux 11.3.0.

Ecnu gaHHbI nnarvH He ycTtaHoBneH, 3agaum ansa Kaspersky Endpoint Security for Linux 11.3.0 He
oTobpasarcs.

YCTaHOBUTbL MNaruH MOXHO No cnep,yromeﬁ CCblJ1IKE!

https://media.kaspersky.com/utilities/CorporateUtilities/KSC10/RU/KSC KES4Linux1l1l 3 0.zip? g
a=2.160882301.1178618786.1673848618-1819627554.1629705940

Mepen ycCTaHOBKOM NNarvHa YynpaBneHuss HeobxoAMMO 3aKpbiTb KOHCONb aAMWHUCTPUPOBAHUSA
Kacnepckoro.

1. ®OPMUPOBAHUE 3AJAYM MOXHO OCYWECTBUTb W3 BALWEW TPYNMb
AOMUHUCTPUPOBAHUSA NEPENAS B MEHIO «3AA0AYU>»

~ YnpaBAaseMbie yCTpoWcTBa

Yctpoiictea IMonuTHEN 3apaun
MepemecTuTb YCTPORCTEA B rpynny ‘ Hogan rpynna

BrINOAHWTL AEHCTEHE ¥ JoBasnte nan yaanuts rpadsl

Buibpats cratycer: [ Kpwrnueciii: 1 [7 Npegynpencpenne: 0 [7 0K: 0

MPHEEAEHHEIE BEILE YWCNE BRIOYSIOT B Ce0A KOMMUECTED YCTPONCTE C YKAZEHHEIM CTATYCOM, CrMCOK YCTPOMCTE HIKE COABMMMT TOMBKO YCTPORCTES M3 BeIGPEHHOIA rpyinel,

~
Wras MocnegHee NOAKNKHEHNE K .. AFeHT agMWHWCTPUPOBAHNA YCTaH 0BNEH Cratyc noc.. CosgaHo

L host-~5060 MUHYTY Hasag v Ja 0 Beinon... 2 uyacoe Hazag

2. HAXATb KHOMNKY «HOBASA 3AAAYA>»

~ TpynnoBble 3a4aun

YcTpoicTea MonuTiker 3apgaun

Hoeaa 3agava ‘ VimnopTupoeats 2agayy u3 daiina
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

3. BbIBPATb «OBHOBJIEHUE>»

E Kaspersky Endpoint Security 11.3.0 ana Linux
U AHTHEMPYCHEA NPOBEPKS
U NobaeneHue Kno4a
| =| MHBeHTapHsaLW1a

| =| joBHoEnetme |

U OTkaT obHoBneHWA bas

U MpoBepka BaHbX obnacTei
U MpoBEpHa KOHTENHEPOE
U MpoBEpHa LWENOCTHOCT CUCTEMEI

4. 3A0ATb UCTOYHUK OBHOBMIEHNUW N MOCTABUTb FAJTOYKY «AOMNONHUTENIbHbIE
MAPAMETPbI»

cTouHMEW 0OHOBAEHWIA

Hcrounnk obnosnenni bas

() Cepeeptl obHoBneHwil «MaBopaTopuu Kacnepacoros
@ CepEEp aAMWHWCTPMPOBEHIA Kaspersky Security Center

() Apyrve MCTOYHMKK B NOKaNEHON MM rRoBansHoi ceTk

[ononyuuT encHble NapaMeT pol

cnone30BaTE CEpEeptl 0OHOBNEHMA «MabopaTopkl Kanepokoras:, ecni APYTHE MCTOYHMKMH
oBHOBNEHMIA HEQOCTYMHE

5. B PASAEJIE «MAPAMETPbI OXKUOAAHUA OTBETA» OCTABWUTb BPEMA BE3
W3MEHEHWI. B PASOENE «PEXWM 3ATPY3KW OBHOBMIEHWUA NMPOrPAMMbI»
BbIBEPUTE MAPAMETP «3ATPYXATb U YCTAHABJINBATb»

[MapameTphl

MNapaMeTpbl 0XMOaHHA OTBETA

MarkoMansHoe BpeMA CKMAEHWA OTEETa 0T MCTOYHWMKS obHoENEHMA [:EEK.:I:

MapaMmeTpbl Zarpy3k1 oOGHOBNEHWA NPOrpaMHb

PexiiM 3arpyseid ofHOBNEHMIA NporpaMMel 3arpYKATS W YCTAHSEMMBATE o

6. B PABJIE/IE «<HACTPOWKA PACMMUCAHUNSA 3ANYCKA 3AAAUYUN» YCTAHOBUTb:

3AMNYCK MO PACMUCAHUIO - «KAXAbIA N YAC»
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

«UHTEPBAJT 3ATTYCKA» - «1»
OTKJTIOYNTb MAPAMETP «3AMNYCKATb NMPONYLWEHHDBIE 3AO0AYN »

Hactpoiika pacnucaHna 3anycka 3aaaum

3anyck no pacmcanmio; | RERABIA N Yac i

WMHTepBan sanycka (4): 1 =

HaumHasa c momeHTa:

17 sHsaps 2023r. B~ | [15:22:18

4k

[ zanycxaTs nponywenHee sanau9n

Wcnonb30BaTh AETOMATHHYECKOE ONpeaensHue I'.I'I}.l"-lﬁl?‘lHDFEl WHTEPBaNa MEXAY 3aNYCKaMi 3adaqM

. -
Wnonb30BaTh CAYYaWHYHD 330EpHKY 3anycka 3aiaq4 B MHTepBsane (HHH:': 1 -

7. YKA3ATb UMA 3AOAYN

MmMa:

ObHoEneHKe a3 KESL 11.3.0. 7441 MHH yypesaeHma

8. BbIBPATb «3ATMYCTUTb 3AAAYY MOCJIE 3ABEPLWLEHWNA PABOTbl MACTEPA» UJIN
MOCJIE HAXATNA KHOMKW «FOTOBO» 3ANYCTUTb 3AAAYY BPYYHYIO

9. OANNEE MOXHO BblIBPATb 3AAAYY N NMOCMOTPETb PE3YJIbTATbI BbINMOJIHEHWNA

=v
OfosuTs VienonsyiiTe kromky "OBHosUTS", uTobe! rocneamie sanaur.
. crom A
soers verpoicreo creme ObHosnerue 6as KESL 11.3.0.7441 WHH x
17 svsapa 20231, 17:23:19 hastrw5060 Sasepuwena yaeuno Jr—
BepuL
< >
KommecTeo cofrmal: 1 Tun zazzu: ST
Mporpana: Kaspersky Endpoint Security 11.3.0
o roa—5080 ona Linux
Bpens - Cratye Ormcarne 2 CTATHCTHKE BHMONHEHIA HA
17 sHBapA 20231, 17:23:19 SapepueHa yonewHo X CIEORCIESX]
17 aHeapa 2023 1. 17:23:19 CoCTOAHHE 33R34M M3MEHEHO WrwsaTop: Product; Bpema soinonHena 3agaqn: 9; CocTosHHe 335? WWeH3 VONewHo Ha
17 sHBaps 20231, 17:23:13 Ba3bl NPOrPaMME! NPHMEHEH! MHMLptaTop: Product; BPems BbNonHEHIA 5anadu: 3; Tun sanadm yerpoiicreax: 1
17 swsaps 20231, 17:23: BenonnseTc
17 swisaps 20231, 17:23: COCTORHHE 3aNaHH MMEHEHD WriuiaTop: Scheduler; Bpens Seinorenun sanan: 3; CocTosmy
17 swEaps 2023 CocTomHie 3aREH SHEHEHD VhipaTop: Scheduler; Bpen SnomHEHs 5anaui: 3; COcTomH
17 swEaps 20231, 17:16:37 PACTHCaHHE 32034 UaHEHEHD ViyiaTop: SecurityCenter; Bpena semomens 3anaua: ; Trn
17 swEaps 20231, 17:16:37 3anaua cosaa VhipaTOp: SecurityCenter; Tin saaauu: Update; SourceType =S
17 smsaps 20231, 17:16:24 Ornazer sbnommeri
17 swisaps 20231, 17:16:22 Manesero bepu] S
17 snmeps 2023 15:37:48 Sanepuera yanewro 3any
17 swisaps 20231, 15:37:48 COCToRHHE 3anaHH MMEHEHD WruwiaTop: Product; Bpems BeinonHeny 3amau: 5; CocTosne
17 aHBaps 2023 1. 15:37:48 B35l MPOTPaMMEl MPHMEHEHS! WMHULyaTop: Product; BpEMA BoINONHEHMA 3aaqu: 5; TN 33834 pepu S
17 smsaps 2023, 15:37:39 BenonnseTca
17 swEaps 20237, 15:37:39 COCTORHHE 3anaHH MMEHEHD VHHLETOP: SecurityCenter; BPENs BoN0/HeHHA 3303t 5; CoCl =
17 swmaps 2023 15:37:39 Cocrommire sanau menero VnipiaTop: SecurityCenter; Bpens ssno/mersts sagaw: 5; Cocl x| ¥panure sapauy
17 swsaps 2023, 15:37:39 PACTHCAHME 33134 W3HEHEHD WriuiaTop: SecurityCenter; Bpens Bomoserua sanae: 0; Tn
17 swBaps 2023 15:37:39 3anaua cosaa VhipaTOp: SecurityCenter; Tin saaauu: Update; SourceType =S
17 smsaps 2023, 15:37:38 Ornazer smnonmeri v
< >
KonecTso copema: 21 -
Crompets no Cepeepan
| |11 08momnerme 6as KESL 11.3.0.7441 MHH yupesaennn | Kaspersky Encpoint Security 11.3.0 ga Linux OBHosnerne 3asepu
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[JenapTaMeHT MHOPMAUMOHHBLIX TeEXHO0rMn ropoga MockBbl
YnpaBneHne nHpopMaunMoHHON 6e30nacHOCTM OTpacNeBbiX NPOEKTOB

O®OPMUPOBAHWNE 3AA0A4YN MO NONCKY BUPYCOB AJ19 KASPERSKY ENDPOINT
SECURITY FOR LINUX (M OS)

CNPABOYHAA MHO®OPMAL WA

Mepen co3gaHueM 3agauun Heobxoammo ybeamTbcs, UYTO y Bac yctaHoBneH nnaruH ynpasseHus ans
Kaspersky Endpoint Security for Linux 11.3.0.

Ecnv paHHbIM NnarnH He ycTaHoBfeH, 3agaun ans Kaspersky Endpoint Security for Linux 11.3.0 He
oTobpasfaTcs.

YCTaHOBUTb NMAarnH MOXHO Mo C}'Ie,CI,YI-OLIJ,eVI CCblJ1Ke:

https://media.kaspersky.com/utilities/CorporateUtilities/KSC10/RU/KSC KES4Linux1l1l 3 0.zip? g
a=2.160882301.1178618786.1673848618-1819627554.1629705940

Mepen yCTaHOBKOM MnarvHa ynpasneHuss HeobxoAMMO 3aKpbiTb KOHCONb aAMUHUCTPUPOBAHUSA
Kacnepckoro.

1. ®OPMUPOBAHME 3AJAYM MOXHO OCYWECTBUTb W3 BALWEW TPYNMNb
AOMUHUCTPUPOBAHUSA NEPENASA B MEHIO «3AA0AYU>»

~) YnpaBaseMele yCTPOWCTBA

YeTpoicTea MonuTikn 3agaun
MepemecTTs YCTpoiCTEa B rpynny ‘ Hoean rpynna

| BLINOMHWTL AeiCTEME ¥ JoBaenTs WAW VAZNWTE rpadel

Buibpars cratycer: [ Kpurnuecionii: 1 [7) Npepynpempenne: 0 [7 0K: 0

MpHBEAEHHEIE BoILLE YHCNE BRIOYEOT B ce0A KONMHECTEO YCTPORCTE € YKa3aHHEIM CTaTyCcoM, CMCoK YCTPOMCTE HUKE COAEMMMT TOMBKO YCTPORCTEE M3 BolBpaHHoiR rpynnsI,

~
Wran MocnegHee NOAKAKYEHUE K ... AFeHT 3AMUHUCTPUPOBAHNA YCTAHOBNEH Cratyc noc...  CosaaHo

I;I host-~~5060 MUHYTY Ha3ag J la o Beinon.. 2 4dacoe Hasag

2. HAXATb KHOTMKY «HOBASA 3AA0AYA»

~ TpynnoBble 3aaa4mn

YeTpolicTea MonuTtii 3apaun

Hoean 3aga4a ‘ MmnopTupoeate 2agavy vz ¢aiina
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

3. BbIBPATb «AHTUBUPYCHASA NMPOBEPKA »

E Kaspersky Endpoint Security 11.3.0 ona Linux
AHTWBMPYCHaA NPOBEPKE |

OobasneHure Knoqa
U HMHBEHTapH3aLMA
[=] OBHoBneHme
U OTrat obHoBneHMA bas
U MpoBepka BamHeIX odnacTen
U MNpoBEpKa KOHTEAHEPOE
[_] MNpoBEpKa UENOCTHOCTI CUCTEMBI

4. B PASOE/IE «MAPAMETPbI» HAXATb «AANEE>». NAPAMETPbl OCTAKOTCA MO

YMOJIHAHWUIO
<« MacTep cosgaHna 3aaaqum
MNapameTphbl

0Obnacrn npoBepKn

E'JJ NoBaenTe ==+ JononHWTENBHO
HasBaHwe obnactk nposepk  MyTe craTyc
[ ] Hoean ofinacTs nposepky |/ WMcnonesyeTonA

5. B PA3AEJIE «NAPAMETPbl OBJIACTU MNPOBEPKW» HAXATb <«OAJIEE>».
MAPAMETPblI OCTAIOTCA MO YMOJIHAHUIO.

MapameTpebl 06AaCTH NPOBEPKM

MpuopuTeT 3a0a4n
() Husrain
(®) HopMansHeIi
() Beicomui

Napametpo obnacTn npoBepkn
MposepATh hainbI
[ MposepaTe 3arpysoqHsble cekTopsl
[ MposepaTe NaMaTe KoMMLKOTEpE
[ Nposepsate ofibexThl asTosanymxa
YcrpoiicTBa ONA NPOBEPKH

JagaHo 1 yCTPoACTED ANA NPOBEPKA:

llf::

HacTpouTe
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

6. B PASAENNE «MNAPAMETPbl MNMPOBEPKW» HAXATb <«OAJIEE>».

OCTAIOTCA NO YMOJIHAHUIO.

NapameTpbl NpOBEPKM

MapamMeTphLl NPOBEPKA COCTaBHbIX (ainos
MpoEEPATE APXMELI
MPOEEPATE CAMOPACMAKOELIBAMWMECA SDXMEL
[l MposepaTs nouToBklE Gas6l

[ | NposepaTe daiine nouTos0 hopHMaTOE

0Buwme napaMeTpbl NPOBEPKA
MNpepEaTe NPOBEPKY, 0K oHa anuToA bonee (cew.): 0=
MponyckaTe 00BeKTel pasMepon bonee (ME): 0=
[ ] CoofilaTs o HesapameHHbx ofbekTax
[ Coofluate o HeobpaboTanHex ofbexTax
[] CoofiwaTe of ynakoBaHHEX ofbeKTax

WononesoeaTe TexHonormo iChecker

Hononb30BaHHE 3EPHCTHYSCKOND aHannsa

MCNoNbS0BaTE IBPUCTMYECKMIA GHEMMS
¥pOBEHb SEPMCTUHECKOrD SHANMEE! PeroMeH0BEHHBIA w

MAPAMETPHbI

7. B PASOENIE « UICKNMTIOYEHUNA>» HAXATb «QAJIEE». TAPAMETPbl OCTAIOTCSHA MO

YMOJITHAHMUIO.

NnPn HEOBXOAMMOCTM MOXHO [JOBABUTb OMPEAEJIEHHBIE OBJIACTU B

NCKJTIOYEHWNA

cknroueHWA

ObnacTH HCKNHOYEHHA

MporpamMma He By aeT NPoEEPATE haknsl M AMPEKTOPIMIK B NEPEYMCNEHHEIX HIHE 0BNaCT AX.

McKnko4EHWA HE 3a08HbI

HacTpouTe

Hocrknrowenna no Macke

MporpaMma He EFD.ET NPOBEPATE IilElll:mbl C HasBaHWAMK, NoAX0OALKMMK NO4 NeEPpEYMCNEHHBIE HIMHE

MECKH,
MackK He 3aaaHbl

HacTpouTe
HcknioweHHA Mo HA3BaHWID YIPO3bl
MporpamMmMa He ByneT DNoKMpoBaTE NEPEYMCNEHHEIE HIGKE YTPOSEL.
HassaHWA yrpos He 3anaHbl

HacTpouTe
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHne nHdopMaumoHHONn 6e30nacHOCTU OTpac/ieBbliX MPOEKTOB

8. B PA3JAEJNE
NMAPAMETPbI:

«AEWUCTBUA HAAL YIrPO3AMWU»

«MEPBOE AEUCTBUE» - «JIEYNTb>»
«BTOPOE AENCTBUE» - «YOANATb»

LeicTBMA Haa yrpo3amm

eilcTBMA HAaQ 3apaMeHHbiMi obbeKkTamn

BeifepuTe NOCNel0BaTENEHOCTE AEACTEMIA, KOTOPEIE By OET BRINONHATL NPOrpaMMa npM
ofHapy#eHUM BpegoHotHoro obEekTa.

repme OeHcT Bre

NewnTe

MporpaMMa NoNkIT3ETCA BeINONHWTEL NEpB0E aeicTeme, Ecnn nepeoe ASACTEME BEIMOAHMTE HE
YAanock, NporpaMMa BeINONHWT ETOPOE AEfCTEWE.

Bropoe noedcTBne

Yoanate

BbICTABUTb CJIEAYIOWWNE

9. B PA3JEJIE «3AMNYCK NO PACINMTNCAHMNIO>» BbIGEPUTE 3AMNYCK MO PACIMTNCAHWIO
B COOTBETCTBUU C MPABUJIAMN UHOOPMALMOHHON BE3OMACHOCTMU B BALLUEM

YYPEXAOEHWUN.

OTKJTIOYUTE NMAPAMETP «3AMNMYCKATb NMPOMNYUWEHHBIE 3AQAYN>»

HacTpoiika pacnucaHnsa 3anycka 3ajaqun

SanycK Mo pacrMCcaHui:

] 3anyckaTs nponylLeHHsIe 3808491

BpyqHyto i
Kamabi M yac

Hawabie N MUHYT

E#enHesHo (HE NOAOEMHMBSETCA NEPEXOA Ha NETHEE BPEMA)
ExeHenencHo

ExemecaqHo

OauH pas

Mpy 3anycKe NporpaMMesl

Mocne oBHOENEHWMA NporpaMMel

Mpi 3arpyske oBHOBNEHWIA B XPEHUAKLLE
Mpi oBHEPYHEHIA BMPYCHON STaKM

Mo SaBEplUEHMM ADYTON 330840

Mnonb30B8Te AETOMaETHHECKOE ONPedenSHHe l'_l'l'ﬁl"-IaﬁHl:lrl:l HMHTEPEANa MEXDY 3anykaMH 3aaa4M

1 -

WMmone30BaTe CNYYaiHYo a0 E[HKY 3anycka 3aid4d B MHTEpEane iMI-1H:': -
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JenapTaMeHT MHPOPMALMOHHBIX TEXHOMOMMK ropoaa MOCKBbI
YnpasneHune nHpopMaunoHHoM 6e30nacHOCTM OTpacaeBbIX NPOEKTOB

10. YKA3ATb UMA 3AA0AYN

Mma:

Mowck eupycos KESL 11.3.0.7441 MHH yupexaeHma

11. BbIBPATb «3AMNYCTUTb 3AA0AYY TIMNOCJIE 3ABEPWEHWA PABOTDI
MACTEPA>» WJIN NOCJIE HAXATUA KHOMNKWN «rFrOTOBO>» 3AMNYCTUTb 3AAOAYY
BPYYHYIO

12. AOAJTEE MOXHO BblBPATb 3AAA4YY W TIOCMOTPETb PE3YJIbTATDI
BbIMOJIHEHWA

YHacneaoBaHKsie 3agaun: Ciobe | nokasath

Vs Mporpana Tun zapaun Cocto #
Y —— Mowuck Bupycos KESL 11.3.0.7441 MHH yupexxaeHusi<
KEY [K310,11 WinServers] Kaspersky Security ana Windows Server AxTHeauna nporpan...  3asepu Tun zazaun: AHTMENDYCHAA NDOBEDKS
AvTBHpyCHan nposepka Mporpanma: Kaspersky Endpoint: Security 11.3.0
- 18 Linux
AvTuspycHas nposepia Kaspersky Endpoint Security 11.3.0 gns Linux AHTUBMpYEHas NPOB... o8
[l Nowor snpycos KESL 11.3:0.7441 VEH yaperanm ] Kaspersky Endpoint Security 11.3.0 a2 Linux AHTMERpYCHaR TPOE... CraTMCTIKS BHNOAHEHUS Ha
W yCTpoiicTeax
OfiHosuTe Vcnonesyiire kromey "Ofwosns”, uTobis! rocnearine sapaun
Bpena Yetpoiicso cratye
17 sBapA 2023 . 17:16:25 hostreS050 OwuRaeT BamonHeHR
< >

KonuuecTso cofbmiai: 1

I host™5060 B
Bpena N Crarye Onucatite

17 swisapn 2023, 17:16:36 PacicaHite 3aaa1 IsHereno ityCenter; Bpers sanaw: 0; Tvn 3aa

17 svizapa 2023, 17:16:36 3ana4a cosana Vrnatop: SeaurityCenter; Tin sagas: ODS; ScanFies=Yes; Scani

17 sBapa 20231 17:16:24 Owupaet somonmera

17 srimapa 20231, 17:16:22 Vamerero

17 sBapa 20231 15:43:16 Vameriero

17 svsapa 20231, 15:43:14 Vaerero
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